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1 Introduction to MDR 500 Series Technology

Brigade’s MDR-508xx-1000 and MDR-504xx-500 are advanced Mobile Digital Recorders (MDRs) designed to record and playback 8 or 4
channels. The system uses Analog High Definition (AHD), Phase Alternating Line (PAL) or National Television System Committee (NTSC)
television systems. The resolution can be CIF, WCIF, HD1, WHD1, D1, WD1 or AHD (HD/720p or FULL HD/1080p). Information related to
recording parameters, alarms and trigger status can be recorded along with speed, location and G-Force data. In addition, data related to the
unit itself such as voltage and temperature are recorded and plotted graphically in MDR Software (MDR-Dashboard 5.0 and MDR-Player 5.0).
This information is called metadata.

Recordings can be searched, viewed and downloaded (clipped and saved locally) using MDR-Dashboard 5.0 software. This allows you to
access all the vehicle’s travel information, including route tracking. Recordings can be easily downloaded in three different ways: as a simple
audio/video AVI file playable by consumer media players; as native proprietary format clips or as a password protected .exe file with an
embedded MDR-Player 5.0.

The main storage unit is a large capacity Hard Disk Drive (HDD). The secondary storage is an internal SD (Secure Digital) card for sub-stream,
HDD mirror (simultaneous) or alarm recording. The SD card stores video data and frame information only in chosen image resolution and frame
rate. This is useful in extreme scenarios where the primary storage media reaches its limitations (e.g. a HDD write error during a collision).

Mobile network and Wi-Fi settings found in this manual relate to wireless products as described below. These features can be attained by
upgrading the MDR 500 Series units. 8 channel models allow you to modularly upgrade. These units can be upgraded by various expansion
modules. 4 channel units do not have a modular design to allow for mobile network/Wi-Fi upgrades.

To complete firmware upgrades, configuration imports/exports and video downloads, a USB bus-powered hub (minimum 2 ports) is required.

It is imperative that Brigade MDRs are fitted and commissioned by competent and trained technicians. The installers are responsible for the
correct setup of the overall system and must adhere to relevant regulations and legislation.

Table 1: Description of MDR 500 Series Models:

# MODEL NUMBER OF CHANNELS HDD CAPACITY SD CAPACITY | GPS MOB. NET WI-FI
1 MDR-504GW-500 4 500GB 32GB v v v
(2 MDR-504G-500 4 500GB 32GB v v
() MDR-504W-500 4 500GB 32GB v v
(4 MDR-504-500 4 500GB 32GB v
(5) MDR-508GW-1000 8 1TB 64GB v v v
(6) MDR-508G-1000 8 1TB 64GB v v
(7) MDR-508W-1000 8 1TB 64GB v v
(8) MDR-508-1000 8 1TB 64GB v
Table 2: Software for MDR 500 Series Products:
WINDOWS PC SOFTWARE MOBILE PHONE APPS

(1) MDR-Dashboard 5.0 (1) MDR 5.0 (Android)

(2) MDR-Player 5.0 (2) MDR5.0(i0S)

(3) MDR Server 5.0

Warning: Prior to attempting this system setup, please ensure the MDR 500 Series Installation & Operation Guide is thoroughly read
and understood. Brigade will not be responsible for any failures due to incorrect installation or operation.
Ensure your anti-virus software has exclusions in place to allow the MDR software package to function properly.

1.1 Product Features
Table 3: Differences between MDR-504xx-500 and MDR-508xx-1000.

MDR-504XX-500 MDR-508XX-1000
500GB (2TB maximum) 2.5” HDD with anti-vibration mounting 1TB (2TB maximum) 2.5” HDD with anti-vibration mounting
Industrial grade 32GB (256GB maximum) internal SD card for Industrial grade 64GB (256GB maximum) internal SD card for mirror,
mirror, sub-stream and alarm recording sub-stream and alarm recording
Simultaneous 4 channel recording up to FULL HD @25fps (PAL) / Simultaneous 8 channel recording up to HD @25fps (PAL) / @30fps
@30fps (NTSC) each (NTSC) each or 8 channels at FULL HD @12fps (PAL) / @15fps (NTSC)
4x Select video connectors typical to camera inputs with audio 8x Select video connectors typical to camera inputs with audio
Weight: 2.2Kg Weight: 2.75Kg

Table 4: Features of MDR 500 Series

MDR 500 SERIES

Internal anti-vibration mount for the HDD and embedded super-capacitor for Pre-alarm recording 1-60 minutes and Post-alarm recording O-

finalisation of recording after unexpected power interruption (up to 10 1800 seconds. (0 to 30 minutes), Normal, Alarm or Timer

seconds). Individual channel configurations for recording resolution, frame recording modes and flip vertical each channel, this will change

rate and quality, display split 1/4/9 channels and monitor margin adjustment live view (monitor) and recorded data

Start-up time to recording is approximately 50 seconds (recommend drivers Video quality selectable at 8 different quality levels for recording,

to wait 3 minutes for recording to begin). 10 LEDs for diagnostic video/audio compression H.264/ADPCM and operation log files

troubleshooting and flip doors for easy SIM/SD card access for troubleshooting and anti-tampering feature — using digital
code

Operating temperature: -40°C to +70°C. 12V Output max 1A load and 8.5- Alarm recordings configurable for trigger, speed, G-Force, video

36V Power Input and 1/O: 8x trigger input (trigger voltage 9V which can be loss, motion detection, blind detection, panic button, geo-fencing

set to trigger at low/high); 2x trigger output (12V max. 200mA) and SD card/HDD errors

USB-A (2.0) interface on the Docking Station (DS) for downloads, upgrades Low voltage protection with configurable shut-down delay

and configurations onto a USB flash drive (flash memory only, maximum minimum restart voltage, ethernet 10/100 RJ45 port for

16GB) and USB-B (3.0) interface on the Mobile Caddy Unit (MCU) for configuration, live view, playback and video download. Mouse for

displaying video recordings on a Windows™ operating system using MDR- configuration and recording/event search and Shut-down delay

Dashboard 5.0 configurable from O seconds to 24 hours

Built-in G-Sensor and Built-in Audible Buzzer and GPS for location MCUs (Mobile Caddy Units) can be swapped between 4 and 8

monitoring and tracking with external antenna and 2x EIA/TIA 485 (RS485) channel units. Requires formatting before use.

for optional External G-Sensor and Remote Status & Interface Panel




2 MDR Server Requirements and Installation

MDR Server 5.0 is required software that runs on the Windows Server. This software enables an MDR unit to connect to the Windows Server.

MDR Server controls the assignment of ports and its functionalities.

Note: This software runs on a yearly license. \When nearing the expiration date, please visit Brigade’s website (www.brigade-
electronics.com)to download new license files. These files need to be copied onto the Windows Server running MDR Server 5.0. Copy
these files to the following path C:\Pxrogram Files (x86)\MDR Server\TransmitServer.

2.1 MDR Server Requirements

To use mobile network and Wi-Fi connectivity features, networking expertise are required for implementation. The mobile network server is
accessed by the MDR externally through a public IP (Internet Protocol) address. The Wi-Fi server is accessed by the MDR using a Wi-Fi
network. This setup requires all devices (Server, Client and MDR) to be connected to a shared network. Client refers to MDR-Dashboard 5.0 or
MDR 5.0 mobile apps. It is better for customers to use both network connectivity options to achieve different goals, live camera capabilities of
mobile networks and the low data cost of downloading video data over Wi-Fi.

Warning: If you have two separate MDR Server 5.0 software installations, video and metadata stored on each server is NOT linked.

Table 5: The minimum requirements below for MDR Server 5.0 with 1-10 MDR units

COMPONENT

MINIMUM REQUIREMENTS

CPU (Central Processing Unit)

Dual Core - 1 GHz (x86 CPU) or 1.4 GHz (x64 CPU)

RAM (Random Access Memory)

8GB

Requested HDD space for software installation

10 GB required, 40 GB or more recommended (depending on the
number of MDRs connected at one instant and the features used). Each
MDR requires an additional 250MB of storage

Video Super VGA or higher video card and monitor
Operating System Windows Server 2012 R2 Standard 32\64bit
Framework Microsoft .Net Framework v3.5 SP1 or above version must be installed

on both server and client**

Wireless Adaptor

Wireless Access Point 802.11 b/g/n

**Client refers MDR-Dashboard 5.0 software

Table 6: The Recommended requirements below for MDR Server 5.0 with >10 MDR units <100

COMPONENT

RECOMMENDED REQUIREMENTS

CPU (Central Processing Unit)

Quad-Core Xeon 5504*2 or greater

RAM (Random Access Memory)

12GB

Requested HDD space for software installation

10 GB required, 150 GB or more recommended (depending on the
number of MDRs connected at one instant and the feature used)

Video Super VGA or higher video card and monitor
Operating System Windows Server 2012 R2 Standard 32\64bit
Framework Microsoft .Net Framework v3.5 SP1 or above version must be installed

on both server and client**

Wireless Adaptor

Wireless Access Point 802.11 b/g/n

**Client refers MDR-Dashboard 5.0 software

Warning: The limitations to view several MDR video data feeds at one instant would be dependent on network speed, mobile network
coverage, Windows Server’s HDD (Hard Drive Disk) and RAM (Random Access Memory) capacity.

2.2 MDR Server Installation

Establish the IP address and MAC F~| Commano Promer

address of the Windows Server. Ethernet adapter Local Area Connection:
» IP address of Wi-Fi Server Media State ledia disconnected
» IP address of Mobile Network Connection-s

S Description . . . .
erver Physical Address. .

L DHCP Enabled. . . .
Wi-Fi: Connect the router to the Wi-Fi Autoconfiguration En:

Windows Server with an ethernet cable
or Wi-Fi network.

Media State . . . . . .

Mobile Network: Contact the IT oo on speciie
department to setup port forwarding on Physical Address

to the Windows Server as shown in
below:

DHCP Enabled. . . . . .
Autoconfiguration Enabled . . .

el(R) 82579V Gigabit Metwork Connection
-C9-EF-4F-F9-47

es

Wireless LAN adapter Local Area Connection* 4:

- . . . . : Media disconnected

rosoft Hosted Network Virtual Adapter
84-DC-8B-1B-1E

Wireless LAN adapter Wireless Network:

Connection-specific DNS Suffix

Description .
Physical Addr

DHCP Enabled. . . . e
Autoconfiguration Enabled . . .
Link-local IPv6 Addr B

IPv4 Add
Subnet

Lease Ob
Lease Expires

rigade.Local
Broadcom BCMO43228HMAL 802.11a/b/g/n 2x2 WiFi Adapter
C-84-DC-0B-1B-1E

.0
August, 2017 8
: Thursday, 24 August, 2017
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Table 7: Port Forwards List

# PORT NAME PORT PORT FUNCTION (CLIENT REFERS TO MDR-DASHBOARD 5.0/ USED BY
NUMBER MDR 5.0 APP)
(1) Device Access to Server 5556 Message Server Device
2) Balance Server 7264 Balance the load for clustering servers - (for future clustering of Client
servers) — specify this port when logging in — creates initial connection

) Running Port 10086 For internal communication and background services Internal

(4) Operation Server Web 12003 Port used for internal communication Internal

(5) Client instruction service 12020 Client message service - data connection Client

(6) Black box Data Query 12040 For Metadata Internal

(7) HTTP Data Port 12041 Port used for internal communication Internal

(8) Data Port 12042 MDR Server Feature Internal

(9) Video playback service 12045 For video playback from Server to the Clients Client

(20) Proxy Server (Remote 12050 For the remote config (within MDR-Dashboard 5.0) feature — from Client
Setting) Client Data Server to Client

(11) Proxy Server (Remote 12051 For the remote config (within MDR-Dashboard 5.0) feature — from MDR | Device
Setting) Device Data to Server

(12) Web Service 12055 For browser access Client

(23) One key alarm media 12065 Support one key alarm service Device
service

(14) MDR4 Streaming Media 12091 MDR 400 Series Products — Live view data transmission MDR 400
Server Firmware

(15) MDRS5 Streaming Media 12092 MDR 500 Series Products — Live view data transmission MDR 500
Server Firmware

(16) Transmit Server 17891 For MDR Server to connect to Clients - to transfer Live video Client

Wi-Fi: An example of a router page is shown in Wireless Router Settings
Figure 2. The router login page is accessed using the factory settings. You
may find the router IP, username and password underneath the router,
alternatively contact the manufacturer. Once logged into the router, setup the
wireless network. MDR units are compatible with WPA, WPA2 or WEP
encryption.

Wi-Fi: Wireless Router Settings Figure 2 shows an example of a wireless
network created. The SSID (Service Set Identifier) is MDRServer and
WPA-PSK security has been used. When entering the SSID into the MDR
unit, this is case sensitive. It is advised to create SSIDs without spaces to
avoid any typing errors on the MDR.

Wi-Fi: When using an access point no port forwarding is required on a basic
network. If you want to access the Wi-Fi server remotely you will need to port
forward to the Wi-Fi MDR Server from your firewall (a static public IP address
is required).

Mobile Network: The Windows Server should have a static public IP
address. The IP address is 192.168.14.193 (in this example). This can be
permanently assigned using the server's MAC address.

It is recommended to use a newly-built or clean Windows Server.

Warning: If this device is used to host other software that uses SQL, we
do not recommend installing MDR Server 5.0 on the same Windows
Server.

Before starting the MDR Server installation, ensure Microsoft .Net Framework
v3.5 SP1 or above is installed on your Windows Server.

Right-click the installation file found in MDR Server Icon Figure 3 and RUN
AS ADMINISTRATOR. You may be prompted to back up any data if they
have previously installed MDR Server software on this Windows Server.

Warning: The backup feature can only backup user and vehicle
information. This cannot backup video data, metadata and evidence
data.

Give the software a few minutes to prepare the setup. As shown in MDR
Server Preparing Setup Figure 4.

The installation window as shown in MDR Server Installation Figure 5 will be
displayed. Click NEXT to begin the installation.

You can configure the destination location which is shown in MDR Server
Location Figure 7. Although, this is not recommended.

Warning: It is NOT recommended to change the default location.

Wireless Settings

Wireless Network
] Enable SSID Broadcast

MDRServer

Name (SSID)

Region Europe v
Channel [Auto v

Mode: iUp to 54 Mbps vt

Security Options
None
WEP
® WPA-PSK [TKIP)
WPA2-PSK [AES]
WPA-PSK [TKIP] + WPA2-PSK [AES]
WPA/WPA2 Enterprise

Security Options (WPA-PSK)

Passphrase (8-63 characters or 64 hex digits)

Apply | Cancel

Wireless Router Settings Figure 2
R MDR server 5.0{2.2.2.0.09).exE
MDR Server Icon Figure 3
MDR Server - InstallShield Wizard =0 -
Preparing Setup ‘

Please wait while the InstallShield \wizard prepares the setup. I >
MDR Server Setup is preparing the InstallShield Wizard, which will guide you through the rest of
the setup process. Please wait

[ cancel |

MDR Server Preparing Setup Figure 4



Welcome to the InstallShield Wizard for MDR
Server

The InstallShield Wizard will install MDR Server on your
computer. To continue, click Next.

MDR Server Installation Figure 5

The next step is to select the MDR Server features. MDR Server Feature
Setup Figure 8 shows the services that are available. Please ensure that ALL
services are ticked to be installed.

Click INSTALL to start the installation. Close other software during this
process.

See MDR Wi-Fi Server Port Configuration Figure 11. The default MESSAGE
and VIDEO ports should not be changed. If you are already using these
ports on your network, you will have to change the ports within your other
applications.

> IP: 192.168.14.193 (IP address of the network adaptor of the Windows
Server).
> IP: 12.345.6.78 (Public IP address of the Firewall)

Select Features
Select the features setup will install

Select the features you want to install, and deselect the features you do nat want ta install

er
] Transmit Server
MIMySal Service H
Wl Apache

MWCMSCenterService
- WIFTP Service
MIWCMS4.0
- WADSSeverd .0
~¥IBlackbox analysis server and storage servers
M mongodb e
2.39 GB of space required on the C drive
52.74 GE of space available on the C drive

InstallS hield

D

[ <Back | New> | | Cancel

MDR Server Feature Setup Figure 8

Setup Status

The InstallShield ‘Wizard is installing MDR Server

Installing
C:AAMDR Server 5.0\TransmitS erver\WCMS CenterService\reg.dll

InstallShield

MDR Server Setup Status Figure 10

License Agreement
Please read the following license agieement carefully.

Declaration ~
MDR Server 5.0 Minimum requirements for server;
1.CPU: Inte (R) XeonES
2.RAM: 8G
3. Requested disk space for software installation: 10GB

4. Requested disk space for Datebase: 200MB per vehicle
5. Windows Server 2008 R2/2012
6. Microsoft .Net Framework v3.5 SP1 and above version must be v

(1 accept the tems of the license agiesment

®){1 d ot accept the tems of the ficense agreement

InstallShield

< Back Hext > Cancel

MDR Server Declaration Figure 6

Choose Destination Location
Select folder where setup will install files

G Install MDR Server to:
C:\Program Files [+86)\MDR Server 5.0

InstallShield

[ <Back | New> | | cancel

MDR Server Location Figure 7

Ready to Install the Program
The wizard is ready to beagin installation.

Click Install to begin the installation.

If pou want to review or change any of your installation settings. click Back. Click Cancel to exit
the wizard,

InstallShield

[ <Back [ instal ] [ Cancel

MDR Server Installation Figure 9

The server port configuration

Please config the port, default ports are recommended.
if the default port is used, please change it to another.

MessagePort |

VideoPort |1zng1 |

1 [13218814133 ]
InstallShield

e [CHen ]
MDR Wi-Fi Server Port Configuration Figure 11




The setup status is displayed on screen. See MDR Server Setup Status
Figure 10. You will see various services being installed, this period is
dependent on your server configuration. In general, allow approximately 15
minutes for your MDR Server installation.

The port configuration shown in Running Port Configuration Figure 12 to Data
and Blackbox Port Configuration Figure 15 is automatically populated by the
software.

Do not change the default ports. If you have already used these ports on your
network, please assign different ports in your other software.

Warning: Any changed ports MUST be noted as this is used to configure
the MDR unit.

The server port configuration

Please config the port, default ports are recommended.
if the default port is used, please change it to another.

ListenPort

Playback port [12045 |

f ingPort [178m |

InstallShield

o |

Listen, Playback and Forwarding Port Configuration Figure 13

Warning: DEVICE CONNECTED IP (IE and Device Port Configuration Figure
14) MUST be a STATIC PUBLIC IP address of the Mobile
Network Server (Firewall in some cases).

You can now configure the SPEED and TEMPERATURE units. See
Speed and Temperature Configuration Figure 16.The options are miles per
hour or kilometres per hour. Temperature can either be set to degrees Celsius
or Fahrenheit.

Web Port Configuration Figure 17 shows the settings used for the WEB
PORT.

Do not change the default web port. If you have already used this port on your
network, please assign a different port in your other software.

Select your unit
Speed
T Centigrade v

InstallShield

[ <Back

Speed and Temperature Configuration Figure 16

The server port configuration

Please config the port, default ports are recommended.
if the default port is used, please change it ta another.

RunningPort

InstallShield

e [

Running Port Configuration Figure 12

The server port configuration

Please config the port, default ports are recommended.
if the default port is used, please change it to another.

|E Port

Device connection port ‘12051 |

Device connected P 157 16514193 ]

InstallShield

[ |[CE]

IE and Device Port Configuration Figure 14

The server port configuration

Please config the port, default ports are recommended.
if the default port is used, please change it to another.

DataPort |
Http data port ‘12n41 |
Black Box Webport hmm |

InstallShield

e |

Data and Blackbox Port Configuration Figure 15

‘Web Service Install

Install \Web Service WCMS4.0

‘webPort [12055]

InstallShield

| e [Chews
Web Port Configuration Figure 17




Certificate import is used for the mobile apps’ push natifications. A push
natification is a message that pops up on a mobile device. App publishers can
send them at any time; you don't have to be in the app or using their devices
to receive them.

See MDR Server Local Machine Figure 18. By default, Current User is
chosen. Change this to Local Machine.

Do not change the path specified in MDR Server Certificate File Name Figure
19. This is an auto-populated path. Ensure the path is “MIDR Sexver
5.0\TransmitServer\PushService\aps_production.p12”.

Type the password into the field shown in MDR Server Certificate Password

Figure 20. The password is “xufei”.

Tick “include all extended properties”. See MDR Server Certificate Password
Figure 20.

Tick “Automatically select the certificate store based on the type of certificate”.

See MDR Server Certificate Store Figure 21.

File to Import
Spedfy the file you want to import.

Note: More than one certficate can be stored in a single fie in the folowing formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 27 Certficates (.P78)
Mcrosoft Seriakzed Certificate Store (.SST)

MDR Server Certificate File Name Figure 19

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

¥ select the certificate

the type of certificate)

() place all certificates in the following store.
Certificate store:

Browse...

MDR Server Certificate Store Figure 21

Click FINISH to complete the final step of the installation. See MDR Server
Install Completion Figure 24.

o The import was successful.

MDR Server Certificate Successful Import Figure 23

Welcome to the Certificate Import Wizard

Ths wizard helps you copy certificates, certificate trust lists, and certficate revocation
ists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certficates are kept.

Store Location

® fLocal Machine!

To contnue, dick Next.

MDR Server Local Machine Figure 18

Private key protection
To maintan security, the private key was protected with a password.

Type the password for the private key.
Password:

[asfes

[viDsplay Passward.
Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an appication if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at alater tme.

[V Inchude o extended propertes.

[ et ][ Concel |

MDR Server Certificate Password Figure 20

Completing the Certificate Import Wizard

‘The certificate will be imported after you dick Finish.

You have specified the folowing settings:

[T ] Automaticaly determined by the wizard

Content X

Fie Name. C:\Program Files (x85)\MDR Server 5.0\TransmitServer Push!

MDR Server Completing Certificate Import Figure

InstallS hield Wizard Complete

The InstalShield Wizard has successfully installed MDR
Server. Click Finish to exit the wizard.

Cancel |

MDR Server Install Completion Figure 24



2.3 MDR Server Configuration

After installing MDR Server, go to the
MDR SERVER folder as shown in
MDR Server Menu Figure 25.

To access the MDR Server Control
window, you can click on MDR
Server Control or right-click the
MDR Server icon. As shown in
Displaying MDR Server Control Figure
26.

Now, click the OPEN/HIDE
WINDOW option as shown in
Accessing MDR Server Control Window
Figure 27.

If the software is not open, ensure it is
RUN AS ADMINISTRATOR as
shown in MDR Server Control Menu
Figure 31.

ProgramData » Microsoft » Windows » Start Menu » Programs » MDR Server

PS

Name Date modified Type

|® ' Database Backup and Restore 21/09/2017 10:31 Shortcut
(#. Database Repair tool 21/09/2017 10:31 Shortcut
ﬂ MDR Server Control 21/09/2017 10:31 Shortcut
;_'é, Port Configuration Tool 21/09/2017 10:31 Shortcut
(#. Restart Database Service 21/09/2017 10:31 Shortcut
2 uninstall 21/09/2017 10:31 Shortcut

MDR Server Menu Figure 25

Open/hide window

Start Service

Stop Service

About..

Customize...

[<]s & s ene
Displaying MDR Server Control
Figure 26
b MDR Server Control Properties -

General | Shorteut| Compatibility | Security | Details | Previous Versions |

Ifthis program isn'tworking correctly on this version of Windows, iry
running the compatibility roubleshooter.

Run compaiibility troubleshooter

Exit

Howdo | choose

sstiings manually?

Use the following steps to ensure MDR
Server always runs as administrator.

» Right-click MDR Server (MDR
Server Right click menu Figure
28) then click Properties.

» Go to the Compatibility tab,
under Privilege Level, tick
Run this program as
administrator. See Privilege
Level Figure 29.

» Click Apply to ensure all
changes are saved.

Customize

MDR Server Right click menu Figure 28

Once the window opens as shown in MDR Server Control Window
Figure 30, click CONFIGURE then CONFIGURE MESSAGE
SERVER.

The window shown in MDR Server Message Server Configuration
Figure 32 will be displayed. The following configuration is used:

» ServerIP:  127.0.0.1 (loopback IP address of server)
> Server Port: 5556
LL] MDR Server Control =3
Configure Install server  Settings  Help
Control
Start Al Services Stop All Services |
[ server name Status Description ~
B Server Control Running
I)Message Service Running H
B Transmit Service Running
P WCMSStorages Running
B WCMSRest Running
P WCMSWebCenterSe... Running
i)»\pache Running
P mongodb Running
$»MongoDB_3.2 Running
P ADS Running v
< " >
Current Status
Service Status
No server selected.

MDR Server Control Window Figure 30

Note: If not all MDR Server services are running (MDR Server
Control Window Figure 30). There are a few steps to
attempt to fix this issue:

» Exit the MDR Server control window and run the
application as administrator. See MDR Server Control
Menu Figure 31.

» Ensure that the MDR Server installation is not expired —
check Brigade website for the latest license files.

» Install the latest Microsoft .NET Framework (3.5 is the
minimum).

» Check the MDR Server IP in MDR Server Message
Server Configuration Figure 32. Click SAVE on the
configuration of the Message Server window.

» Restart the Windows Server.

» If none of the above steps work, reinstall the software.

Accessing MDR Server Control Window Figure 27

erver 2012 R2 Standa
Build 964

Open
Troubleshoot cormpatibility

Open file location

Enable/Disable Digital Signature Icons

Compatibility mode
[“JRun this pregram in compatibility mode for:

‘Windows 8

Settings
[IReduced color mode

[“JRun in 640 x 480 screen resolution
[]Disable display sealing on high DPI settings

[VIRun this program as an administrator

Change settings for all users

& Run as administratar

[ ok J[ camcer |[ appy |

Name

® ' Database Backup and Restore

\#. Database Repair tool

Privilege Level Figure 29
Date modified

/2017 10:31
2017 10:31

_E! MDR Sery— — Ope;'l STRY2017 10:31
#% Port Con{ Open file location Y2017 10:21
@ Restart Oy pun as administrator (20171031
8 Uninstall Troubleshoot compatibility (20171031
Pin to Start
Pin to Taskbar

Restore previous versions

Send to
Cut
Copy

Create shortcut

Delete
Rename

Properties

MDR Server Control Menu Figure 31

Control

MDR Server IP

i) Configure Message Server

127.0.0.1

MDR Server Port | 5556

Save

MDR Server Message Server Configuration Figure 32



A brief description of each MDR Server Control service is shown in the table below.

automatically everyday (setting).

(1) Server Control: manages all services. It can restart

(2) Message Service: creates TCP connection from server to MDR.
Manages client software login states and registers MDR states.
Transports commands from server to MDR and writes GPS/alarm
data into mongodb using MDR5 protocol.

software using transmit port.

(3) Transmit Service: forwards media data from MDR to client

(4) WCMSStorages: storing GPS and alarm data into MYSQL
database (MDR 400).

database.

(5) WCMSRest: querying GPS and alarm data from MYSQL

(6) WCMSTransmitors: sends GPS data to GPS client software
(obsolete).

remote firmware batch upgrades.

(7) WCMSWebCenterService: supports MDR-Dashboard 5.0

(8) Mongodb: Mongo Database service, for storing GPS, alarm data
and metadata from MDR 500 (MYSQL used for MDR 400).

(9) ADS: Auto Download System is used to avoid too many
MDR-Dashboard 5.0 connections to one Windows Server.

(10) ClientBalance: If there are more than 1 MDR Server 5.0
installations on different servers, it keeps MDR Server 5.0 in
balance by assigning which clients connect to which server

remotely.

(11) n9m_proxy: Works as a proxy server to set MDR parameters

(12) ARMSStorageSever: Stores metadata (from auto download
function) into mongodb.

downloads) in MYSQL database.

(13) ARMSRestServer: Analyses metadata file path (from auto

(14) ServiceSTPlay: For MDR-Dashboard 5.0 remote playback server
data.

(15) AlarmService: For alarm service program, used internally.

(16) ClientAccessService: For sending MDR online/offline messages to
clients. For MDR-Dashboard 5.0 to receive MDR online/offline
messages. For transporting orders from MDR-Dashboard 5.0 to
MDR.

mobile app queries.

(17) Redis Service: Buffers MDR online/offline information for

(18) PushService: For pushing alarms to mobile apps.

updates clients with this information.

(19) OnlineServer: Manages MDR online/offline messages and

(20) EvidenceService: For managing evidence data (video, snapshots)
upload to Windows Server and remotely access with MDR-
Dashboard 5.0.

(21) CmdServer: commands sent to MDR Server 5.0.

(22) WCMSRunningService: For supporting MDR-Dashboard 5.0
remote firmware batch upgrades. Adds vehicles automatically to
MDR-Dashboard 5.0.

MDR-Dashboard 5.0.

(23) CenterManageService: For updating center data to related

(24) ServiceSTMgr: For server management, used internally.

(25) ServiceSTWorker: For server management, used internally.

(26) ServiceSTconfigure: For server management, used internally

snapshots, firmware etc.).

(27) .FTPServer: Works as FTP server for saving data (video,

Double-click on MIESSAGE SERVICE as
shown in MDR Server Control Window Figure
30. This will open another window which
shows the current state of the network. See
MDR Server Message Logs View Figure 34.

In MDR Server Message Logs View Figure 34,
the IP addresses of the connected clients are
shown in the left column. This includes the
server loopback address. If an MDR has been
configured correctly it will appear online in the
right column.

Note: IP addresses are assigned dynamically
by the mobile network. In addition, the
MDR toggles the mobile network
periodically if no activity is detected.

MDR Server 5.0 has a prompt message that
will appear on the Windows Server to inform
the system administrator that the MDR Server
is nearing its expiration date. See MDR Server
Expiry Prompt Figure 33.

The system administrator will need to
download a new 1-year license file from
Brigade’s website (Product Support area).
Copy this file to the following path
C:\Program Files (x86)\MDR
Server\TransmitServer. It will overwrite
the existing license file.

MDR Server License files will expire annually on 1st December, please visit
Brigade's website to download new License files!

MDR Server License Warning

OK

MDR Server Expiry Prompt Figure 33

B MessagerLoghiew

Clent list

Device List

Qniine
Wes
Wes
Wes
Wes

Server P

19216812
19216812

127001

Time Qnline
13111 Ves
130330
122830
122830

Deivee ID
00708

Device IP
1921651 4

Yehicle plate Titme
BM7OSAA 125558

Total 4 dients are online |

Total 1 vehicles ars online

MDR Server Message Logs View Figure 34
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2.4 Hardware Communication Options

Each MDR will need its own mobile network enabled sim card. You login to MDR-Dashboard 5.0 to view live video, track vehicles in real-time
and download video/metadata when required.

Customer vehicle with
MDR-504G-500 and
Brigade SIM card (sold
separately).

ot
=
((c<H)
Customer with MDR-
—_— Dashboard 5.0 & active
Mobile Phone login to Brigade’s Cloud
Tower

Service
Internet

Brigade MDR Hosted Server Internet
“Cloud Server”

Option 1 - Hosted Mobile Network Figure 35
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) )

Port
MDR-Dashboard 5.0 forwarding
Connect server IP: .
192.168.1.2 requwed

MDR Server 5.0
Local IP: 192.168.1.2 (Example)
External IP: 80.202.209.35 (Example)

p>) )

MDR-Dashboard 5.0
Connect server IP:
80.202.209.35

Single SSID in all locations

MDR 504W-500

Wi-Fi SSID: mdrserver
Wi-Fi IP: dynamic
Serverl:
80.202.209.35
Server2: 192.168.1.2
Serial Number:
EA16FTE

Internet

Option 2 — Wi-Fi only, multi depot, without VPN Figure 36

A

Depot 3

mL

MDR 504W-500

Wi-Fi SSID: mdrserver
Wi-Fi IP: dynamic
Serverl: 80.202.209.35
Server2: 192.168.1.2
Serial Number: EA16FTF
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MDR 504W-500
Wi-Fi SSID: mdrserver
Wi-Fi IP: dynamic
Serverl: 192.168.1.2
Device ID: EAL6FTE

B>=) )

MDR-Dashboard 5.0
Connect server IP:
192.168.1.2

Internet

MDR Server 5.0
Local IP: 192.168.1.2 (Example)

A

) )

MDR-Dashboard 5.0
Connect server IP:

192.168.1.2 Depot 3

MDR 504W-500

Wi-Fi SSID: mdrserver
Wi-Fi IP: dynamic
Serverl: 192.168.1.2

. .' Device ID: EA16FTF

Option 3 - Wi-Fi only, multi depot, with VPN Figure 37

Single SSID in all locations
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3 MDR-Dashboard 5.0 Requirements & Installation

MDR-Dashboard 5.0 software is used for advanced local playback, analysis, downloading, GPS tracking, vehicle information and events/log
display. When an MDR is out of network range, features that are network dependent will no longer function. MDR-Dashboard 5.0 has the

following features:

Real-time Preview

Multi Vehicle Monitoring

Playback of MDR Server and Online MDR data
Playback of Local Files data (network independent)
Clipping and Downloading Data (network independent)
Evidence Management

Auto Download Scheduling

Basic Data Management (network independent)

Alarm Center

Table 9: Differences between MDR-Dashboard 5.0 and MDR-Player 5.0

VVVVVVVYYY

MDR-DASHBOARD 5.0

MDR-PLAYER 5.0

Installation Required

Executable

Full Featured

Compact — limited features

View and Download Recordings

View Recordings

Sources — MDR Server, HDD/SD, Online MDR and Local Files

Sources — Standard and Export Downloads

For more information on MDR-Player 5.0 please refer to MDR 500 Series Installation&Operation Guide.

3.1 MDR-Dashboard 5.0 Requirements

Table 10: Minimum reguirements for MDR-Dashboard 5.0

COMPONENT

MINIMUM REQUIREMENTS

CPU (Central Processing Unit)

INTEL i3-3220 and above 1 GHz (x86 CPU) or 1.4 GHz (x64 CPU)

RAM (Random Access Memory)

4GB

Requested HDD space for software installation

367 MB

Video

Intel® HD Graphics 4000 or equivalent

Operating System

Windows™ 7, 8 or 10

Web browser

Internet Explorer 10

Software

Flash Player (up-to-date)

Resolution

1280x760

Table 11: Recommended requirements for MDR-Dashboard 5.0

COMPONENT

RECOMMENDED REQUIREMENTS

CPU (Central Processing Unit)

INTEL i5 and above 1.9 GHz (x64 CPU) Dual core

RAM (Random Access Memory)

8GB

Requested HDD space for software installation

367 MB

Video

Intel® HD Graphics 5000 or equivalent

Operating System

Windows™ 7, 8 or 10

Web browser

Internet Explorer 10

Software

Flash Player (up-to-date)

Resolution

1680 x 1050

3.2 MDR-Dashboard 5.0 Installation

Install MDR-Dashboard 5.0 on the client PC. (Administrator rights are
required). Double-click the installation file shown in MDR-Dashboard
Icon Figure 38.

There may be a security warning pop-up which may be ignored. Click
RUN. The setup wizard window will then be displayed. Click NEXT
to begin the installation. See MDR-Dashboard Setup Figure 39.

You can configure the destination location (if there is not enough free
disk space) which is shown in MDR-Dashboard Location Figure 40. It
is NOT recommended to change the default location.

ﬂ SETUP - MDR-DASHBOARD 5.0 A -
Select Destination Location
Where should MDR-Dashboard 5.0 be installed?
Setup will install MDR-Dashboard 5.0 into the following folder.
To continue, click Hext. If you would like to select a different folder, click Browse.
Browse...

At least 406.1 MB of free disk space is required.

Cancel
MDR-Dashboard Setup Figure 39

ji& MDR-DASHBOARD 5.0_2.2.2.0.10.EXE

MDR-Dashboard Icon Figure 38

ﬁ SETUP - MDR-DASHBOARD 5.0 had -

Select Start Menu Folder
Where should Setup place the program's shortcuts?

& Setup will create the program's shortcuts in the following Start Menu folder.
—

To continue, click Next. If you would like to select a different folder, dlick Browse.

[MDR-Dashboard 5.0 Browse...

[pon't create a Start Menu folder

<Back Cancel
MDR-Dashboard Location Figure 40
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Referring to Desktop Icon MDR-Dashboard Figure 41, you can choose

You are prompted to click INSTALL to begin the installation. This is
if a desktop icon is created.

indicated in Install MDR-Dashboard Figure 42.

5 SETUP - MDR-DASHBOARD 5.0 - -

{5 SETUP - MDR-DASHBOARD 5.0 - -
Select Additional Tasks

Ready to Install
Which additional tasks should be performed?

Setup is now ready to begin installing MDR-Dashboard 5.0 on your computer.

Select the additional tasks you would like Setup to perform while installing Click Install to continue with the installation, or dlick Back if you want to review or
MDR-Dashboard 5.0, then click Next. change any settings.

Additional icons:

Destination location:
T —— C:\Pragram Files (x86)\MDR-Dashboard 5.0
reate a desktop icor

Start Menu folder:
MDR-Dashboard 5.0

Additional tasks:
Additional icons:
Create a desktop icon

< snck Concel
Desktop Icon MDR-Dashboard Figure 41

< Back Cancel
Install MDR-Dashboard Figure 42

The progress of the installation is indicated in MDR-Dashboard

MDR-Dashboard Launch Step Figure 44 depicts the final step; you
Installation Figure 43.

may choose to launch the software. Tick the box and click FINISH.

{5 SETUP - MDR-DASHEOARD 5.0 - -

ﬁ SETUF - MIDR-DASHBOARD 5.0 hd -

Installing

Flease wait while Setup installs MDR-Dashboard 5.0 on your computer.

Completing the
MDR-Dashboard 5.0 Setup
Wizard

Extracting files...
C:\Program Files (x86)\MDR-Dashboard 5.0\libmySQL.dIl

Setup has finished installing MDR-Dashboard 5.0 on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Launch MDR-Dashboard 5.0

Cancel

MDR-Dashboard Installation Figure 43

MDR-Dashboard Launch Step Figure 44
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4 Wi-Fi Configuration

4.1 MDR Unit Configuration (Wi-Fi)

4.1.1 Mobile Digital Recorder Requirements

The setup described in this installation guide requires a Wi-Fi enabled MDR.
»  Wi-Fi antenna (included)
»  GPS antenna (included)

Prior to any configuration, restore the MDR factory settings by following,
LOGIN - SETUP > MAINTENANCE > RESET > RESTORE.

Browse to this Wi-Fi network page using SETUP -> BASIC SETUP >
NETWORK - Wi-Fi.

Enable should be set to On. Once enabled, the settings below will become
active, this will turn on the Wi-Fi module. See MDR Wi-Fi Settings Figure 45.

SSID is the service set identifier. It is used to identify a wireless LAN and is
usually unique to an area. This is where you will enter the name of the wireless
network that the MDR will connect to.

Encryption refers to protocols used to protect your network. MDR supports
WEP and WPA/WPA2. We suggest using WPA2, as it is the newer encryption
form and thus the most secure. This is case-sensitive.

Password is the wireless network password, this should be entered
carefully as it is case-sensitive.

Browse to this Wi-Fi network page using SETUP -> BASIC SETUP -
NETWORK - Wi-Fi>PAGE DOWN.

Static IP is used to turn DHCP off or on. Once enabled, the settings found
below will become active. Only use static IP if you are experiencing an unstable
connection, this is not recommended for fleets of vehicles.

IP Address refers to the internet protocol address of the wireless module.
This address is used to join the wireless network.

Submnet Mask is used to identify the network address of an IP address. By
default, this is 255.255.255.000.

Gateway helps route network traffic and is the IP address of the network
gateway.

Browse to this Wi-Fi module page using SYS INFO > MODULES -
NETWORK > Wi-Fi.

Built-in Wi-Fi status indicates the status of the Wi-Fi network
connection. The different states are DETECTED, NOT DETECTED,
CONNECTING, CONNECTED, CONNECTION FAILED and OBTAINING IP
ADDRESS (DHCP). Once it has successfully connected to a Wi-Fi network
then the status will change to CONNECTED.

Signal Level will display the power level of the signal in a visual form -
The more blue bars you see, the better the signal level is.

IP Address refers to the IP address obtained by the wireless module.

MAC Address refers to media access control address which is a unique
identifier. This is assigned to network interfaces for communications at the data
link layer of a network segment. This consists of 6 groups of 2 hexadecimal
digits.

Smart Controller (SmrtCntrllr) settings are currently unused.

Mac o A T&)s

Ethernet Pont Wi-Fi Mob Net

fleg Info

Enable On
Time Setup

S510 APL
WPA/WPA2

Encryption

User Setup Password RRRRR

Network

ol B el A &1

verllang I Maintenar

Ethernet Wi-Fi Mob Net

Heg Info

Static 1P

Time Setup

IP Address
Power

Subnet Mask

User Setup Gateway

Default

Network

MDR Wi-Fi Settings 2 Figure 46

1017-08-11 System Info

Mob Net Wi-Fi GPS

Built-in Wi-Fi status Connected
Signal Level
IP Addres 192.168.14.194
MAC Addres IRALEBFBOCTA
SmrtCotellr Wi-Fi Status Not Detected
SmatCotrllr $510

Environment

f
v SmrCntrllr MAC Addre

SmaCotelle 1P Addres

Sys Info Wi-Fi Module Figure 47
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Browse to this Server page using SETUP > BASIC SETUP > NETWORK
-> SERVER.

Center Server refers to the Windows Server. A maximum of 6 center
servers can be saved. An MDR can connect to a maximum of 2 servers using
the same protocol type.

Add is used to add another center server, a new blank center server page is
displayed with a new server number.

Delete removes the currently displayed center server.

ON enables the current center server. MDR will attempt to connect to this
server.

Protocol Type refers to the protocol used by the MDR unit to send its data
(video and metadata) to the MDR Server. By default, this is set to MDRS5.
Maintenance is not currently used.

Network Mode refers to the network communication module used to
communicate with the MDR Server. The options are Ethernet, Mobile Network
and Wi-Fi. This indicates the MDR will connect to the server using its Wi-Fi
module.

Browse to this Server page using SETUP > BASIC SETUP > NETWORK
-> SERVER->PAGE DOWN.

MDR Server IP is the public IP address of the firewall which forwards any
traffic to the Windows Server, or IP address of the Windows Server hosting the
MDR Wi-Fi Server. Example: 192.168.14.193 is the IP address of the Windows
Server hosting the MDR Wi-Fi Server.

MDR Server Port is used for device access to server. By default, this is
5556.

Media Sexver IP should be the same as MDR Server IP.

Media Server Port should be the same as MDR Server Port. By default,
this is 5556.

Save all the changes and exit the menu on the MDR. The MDR will then
connect to the MDR Wi-Fi Server.

Center Server refers to the MDR Windows Server. It will read
CONNECTED or UNCONNECTED.

Network Type indicates the MDR will connect to the server using its Wi-Fi
module.

Serxver Protocol Type by default, this is set to MDR5. Maintenance is not
currently used.

Port refers to MDR Server port. By default, this is 5556.

4.2 MDR-Dashboard 5.0 Configuration (Wi-Fi)

This is the PC software that is installed on the client PC. Multiple MDR-Dashboard clients may connect to a single MDR server. The limitation

ol B m

Basic Setuy arvelllance

Ethernet
Reg Info

Center Server

Time Setup

ON

Power

Protocol Type

Network Mode
User Setup

MOR Server IP

Network

1 e

fthernet f
fleg Info

Center Server
Time Setup

MOR Server IP
MOR Server Port

Media Server IP

User Setup

Media Server Port

Network

2017

Center Server 2
Server Statu
Network Type
Server Protocol

Server 1P Addre

Center Server 2 Settings Figure 48

Wi-Fi Server Status Figure 50

1/0 N [V

Malntenance

WiHI Mob Net

server? (v
v

MORS

Wi-Hi

192.168.14,193

1/0 N
ot Wi-H Mob Net

Server2 (v
192.168,14.193
TCP | 5556
192.168,14.193

TCP | 5556

8-23 System Info

Connected
Wi-H

Type MORS
192.160.14.193

5556

will be on the Windows Server’s ability and bandwidth. This is because there is only one connection from the server to each MDR unit. The

MDR-Dashboard 5.0 can display up to 500 online vehicles, any further vehicles are replaced by

»  Connect the client PC to the MDR Server Wi-Fi network.

[l

»  The client PC can also be connected to the domain with an Ethernet cable if you require network/internet access. Alternatively, the router

may be configured to have internet access.

4.2.1 Logging into Server Mode (Wi-Fi)

This operation is performed on the client PC. Go to START - ALL
PROGRAMS, click on the MDR-Dashboard icon and run it as
administrator as shown in MDR-Dashboard Start Menu Figure 51.

You are then presented with the MDR-Dashboard Login Screen. See
MDR-Dashboard Wi-Fi Login Figure 52. Using the dropdown menu,
you must choose the SERVER option.

You may type the server IP directly into MDR-Dashboard Wi-Fi Login
Figure 52 or follow the steps below.

MDR-Dashboard 5.0

MDR-Dashboard 5.0

MDR-Player 5.0

MDR-Dashboard Start Menu Figure 51

MDR-Dashboard 5.0

Mode

Server >

Usemame

Password

MDR-Dashboard Wi-

DRemember Password

Fi Login Figure 52
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Click on ASSIGN which will bring up the window shown in MDR-
Dashboard Login Settings Figure 53. This allows user to save

X
several server names and their associated IP addresses. Server name _

Click on ADD which will display Adding a Server Figure 54. The SRR ST
SERVER NAME can contain up to 21 alphanumerical characters.
SERVER IP should contain numerical values and be in T8 EETEE
XXX XXX XXX. XXX format.

Adding a Server Figure 54

Advanced Settings

Add Delete
Server IP Address 192.168.1.14

oK Cancel

Adding Wi-Fi Server Figure 55

MDR-Dashboard Login Settings Figure 53

Adding Wi-Fi Server Figure 55 indicates how the server has been Advanced Settings
named Wi-Fi Server and the IP has been entered as 192.168.1.14.

Delete

Once the details have been entered, click @K and the following
window shown in Wi-Fi Server Saved Figure 56 will be displayed.

If the incorrect USER, PASSWORD or SERVER IP is entered a
“login failed” screen will be displayed.

The USER by default is admin and the PASSWORD by default is
admin. You may tick the SAVE PASSWORD if desired. Brigade
recommends changing this password as sensitive data may be
accessed within MDR-Dashboard.

Choose WI-FI SERVER and click @K. You will then be presented
with Wi-Fi Login Information Figure 57.

. . . ) ) ) o Wi-Fi Server Saved Figure 56
Click OK to login. A loading screen will be displayed like Wi-Fi

Loading Screen Figure 58.

MDR-Dashboard 5.0

MDR-Dashboard 5.0

|:| Remember Password

Cancel

Loading GUI

Wi-Fi Login Information Figure 57 Wi-Fi Loading Screen Figure 58

4.2.2 Connecting an MDR to MDR-Dashboard 5.0 (Wi-Fi)

Center Servers indicate when the MDR unit has connected to a 017-08-23 System Inf
relevant MDR Server.

If the Chapter 4.1 MDR Unit procedure has been followed correctly
on the MDR, access SYS INFO -> SERVER STATUS and 8 Center Server 2
confirm the Center Server 1 has successfully connected. See Version Inf Server Statu
Center Server 1 Status Figure 59.

Network Type

Server Protocol Type MORS

Server 1P Addre 192.166.14.193

Center Server 1 Status Figure 59



Once the above connection has been made, it may take a few
minutes for the MDR unit to appear in MDR-Dashboard 5.0.

If the MDR automatically appeared, it will be found under a group
labelled TODAY’S DATE and the MDR will be named using its
SERIAL NUM.

Alternatively, manually connect the MDR to MDR-Dashboard by
following the steps below:

>

In MDR-Dashboard 5.0, click System Management

found on the top right of the software.

&5 Vehicle Information

Browse to

Add to
o

Vehicle registration should match the vehicle’s actual
registration. This is your choice. The maximum is 50
alphanumeric characters.

Ensure your SERIAL NUMBER from the MDR firmware is
entered correctly. An example is shown in Version
Information Figure 61.

Once completed click O

The MDR will now appear under the group you assigned it to.

B *F&=5 Center (11)
= 17

Flying

It will appear online if the MDR is powered on or within its
shutdown delay period

B %= PO Testing (1/7)
8 ¥%= Eng Van Testing (0/2)
007D000035

2017-08-23 System Info

Device Name MOR-504XX-500

Serlal Num 0070000035

MAC Addres

00:10:F5:24:20:39

Firmware Version MDR-504 V231 T170705.02

MCU Version 117010001

Environment

f v 1

Version Information Figure 61
=) Vehicle Information
Add

Vehicle Registration:
Serial Number:

S

Vehicle Equipment Window Figure 62
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5 Mobile Network Configuration

5.1 MDR Unit Configuration (Mobile Network)

5.1.1 Mobile Digital Recorder Requirements

The setup described in this installation guide requires a Mobile Network enabled MDR.

»  Mobile Network/4G antenna (included)
»  GPS antenna (included)

»  Standard size SIM Card (not included) - required to connect to a mobile data network.

For the Mobile Network operation of an MDR, a SIM card with a data connection is required. This must be standard size. The SIM data

connection must be activated and tested prior to being installed in the MDR.

Prior to any configuration, restore the MDR factory settings by following,
LOGIN - SETUP > MAINTENANCE - RESET > RESTORE.

Browse to this Mobile Network page using SETUP -> BASIC SETUP -
NETWORK -> MOB NET.

Enable is used to turn the mobile network module off or on. Once
enabled, the settings found below will allow you to fill in your details.

Server Type is an auto-populated field, indicates the mobile network
connection type.

Network Type refers to the type of mobile network connection that is
used by the MDR to connect to the internet. Currently, 4G is the fastest
connection speed. Set the network type to 3G or 4G. MIX can cause
connectivity issues in low mobile network coverage areas.

APN refers to Access Point Name. This information is dependent on your
mobile carrier network. Obtain APN, username, password, access number
and authentication type settings from your SIM card provider.

Browse to this Mobile Network page using SETUP -> BASIC SETUP >
NETWORK > MOB NET > PAGE DOWN.

Username obtain from your SIM card provider.
Password obtain from your SIM card provider.

Access Number refers to the dial up phone number needed to
connect to the network. By default, this is set to *99#

Certification refers to the authentication mode, can be set to either
CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol). CHAP should be chosen as this is a more secure
authentication protocol. This is chosen by the network operator.

SIM Phone Number is not a required field. You may enter the phone
number of the SIM card found inside the MDR for future reference.

Browse to this mobile network module page using SYS INFO >
MODULES > NETWORK > MOB NET.

Connection Type shows the connection used to connect to network
operators. The options are: GPRS/EDGE, CDMA, EVDO, WCDMA,
TDSCDMA, FDD and TDD.

Module Status shows whether the MDR sees the presence of the
mobile network module. This status will either show detected or not
detected.

SIM Status shows whether the MDR sees the presence of a SIM card.
The statuses are detected, not detected, available, not available and busy.

Dial Status indicates the SIM card’s dial status, which can be dialled
up, failed dial up and unknown error.

Signal Level will display the power level of the signal, this will be
xxdBm format.

IP Address refers to the IP address obtained by the SIM card from the
network provider.

IMEI refers to International Mobile Equipment Identity number. This is
made up of 15 alphanumeric characters.

LT

Ethernet Ports

Enable

Server Type

Network Type | 3G

APN

Mobile Network Settings Page 1 Figure 63

eluf rvelllance

Ethernet Port

Username

Password raee

Access Number 9o

Certification CHAP

1017-08-22

Mob Net Wi-H

Connection Type
Module Status
SIM Status

Dlal Status

Signal Lavel

1P Address

IMEI

Mobile Network Status Figure 65

1/0 N SV

1] Maintenance

WiI-H Mob Net Server
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Browse to this Server page using SETUP > BASIC SETUP >
NETWORK > SERVER.

Center Server refers to the MDR Windows Server. A maximum of 6
center servers can be saved. An MDR can connect to a maximum of 2
servers using the same protocol type.

Add is used to add another center server, a new blank center server
page is displayed with a new server number.

Delete removes the currently displayed center server.

ON enables the current center server. MDR will attempt to connect to this
server.

Protocol Type refers to the protocol used by the MDR unit to send its
data (video and metadata) to the MDR Server. By default, this is set to
MDRS5. Maintenance is not currently used.

Network Mode refers to the network communication module used for
to communicate with the MDR Server. The options are Ethernet, Mobile
Network and Wi-Fi. This is discussed in further detail in MDR 500 Series
Network Connectivity SW&Infrastructure Manual. This can be found on the
Brigade website.

Browse to this Server page using SETUP > BASIC SETUP >
NETWORK -> SERVER- PAGE DOWN.

MDR Server IP Public IP address of the firewall which forwards any
traffic to the Windows Server or IP address of the Windows Server hosting
the MDR Wi-Fi Server.

MDR Server Port is used for device access to server. By default, this
is 5556.

Media Sexver IP should be the same as MDR Server IP.

Media Server Port should be the same as MDR Server Port. By
default, is 5556.

Center Server # displays the current server configuration details. A
maximum of 6 center servers can be stored.

Server Status shows connection state of the chosen server. This can
either be connected or unconnected.

Network Type indicates the type of connection interface the center
server will use to attempt to communicate with the MDR Server. There are
three options: Ethernet, Wi-Fi and Mobile Network.

Server protocol type shows the built-in proprietary communication
protocol that will be used between the MDR unit and MDR Server. This
can either be MDR5 or maintenance. Ensure that this is set to MDRS5.

Server IP Address displays the IP address of the MDR Server. This
can either be internal or external IP address.

Port shows the port used for communication between the MDR and
MDR server.

ol B w

Basic Setug ivelllance

Ethernet
feg Info

Center Server
Time Setup

ON

Power

Protocol Type

Network Mode
User Setup

MOR Server IP

Network

e T

e1uf rvelllane

Ethernet
Heg Infc

Time Setup

MOR Server IP
MOR Server Port

Media Server IP
User Setup

Media Server Port

Network

Center Server 1 Settings Page 1 Figure 66

Mob Net

Serverl (v Add

v
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Maob Net
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CEIRECEE

Wi-H Mob Net

Serverl (v Add

83.218.141. 146

Tce 5556

83218141146

TCP | 5556

1017-08-23 System Info

Center Server 1
Server Status

Network Type

Connected

Maob Net

Server Protocol Type MORS

Server 1P Addres

Environment

[ —‘/7]

B3.218.141.146

5556

Mobile Network Signal Information Window Figure 68
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5.2 MDR-Dashboard 5.0 Configuration (Mob. Net.)

5.2.1 Logging into Server Mode (Mob. Net.)

Mode refers to the MDR-Dashboard 5.0
mode you would like to access. Options are
LOCAL and SERVER.

Server IP Address displays the IP address
of the MDR Server. This can either be an
internal or an external IP address.

Port shows the port used for communication
between the MDR and MDR server.

You may type the server IP directly into Mobile
Network MDR-Dashboard Figure 69 save the
IP address with names. Follow the steps below:

»  Click on ASSIGN which will bring up the
window shown in Mobile Network
Advanced Settings Figure 70. This allows
you to save several server names and its
associated IP addresses.

»  Click on ADD which will display Adding
Mobile Network Server Figure 71. The
SERVER NAME can contain up to 21
alphanumerical characters. SERVER
IP ADDRESS should contain humerical
values and be in xxx.xxx.xxx.xxx format.

If you are accessing the Mobile Network server
externally (outside the firewall) then use the
external IP address. External Mobile Network
Server Figure 72 indicates how the server has
been named Mobile Network Server External
and the IP has been entered as 12.345.6.78.

If you are accessing the Mobile Network server
internally (behind the firewall) then use the IP
address of the MDR Windows Server. Internal
Mobile Network Server Figure 73 indicates how
the server has been named Mobile Network
Server Internal and the IP has been entered as
192.168.14.100.

Choose MOBILE NETWORK SERVER
INTERNAL and click OK. You will then be
presented with Mobile Network Login Figure
74.

If the incorrect USER, PASSWORD or
SERVER IP is entered a “login failed” screen
will be displayed.

The USER by default is admin and the
PASSWORD by default is admin. You may
tick the SAVE PASSWORD if desired.

Advanced Scttings

Delete
MDR-Dashboard 5.0

Usemame -

Password

Rememher Password

Cancel

Mobile Network MDR-Dashboard Figure 69  Mobile Network Advanced Settings Figure 70

Semver IP Address

x

Cancel

Adding Mobile Network Server Figure 71

MDR-Dashboard 5.0

oK Cancel Mode

Server

B | riernal 3G Server

External Mobile Network Server Figure 72

Usemame

Password

I:‘ Remember Password

Servername Internal 3G Server

Cancel

oK Cancel

Mobile Network Login Figure 74

Internal Mobile Network Server Figure 73

5.2.2 Connecting an MDR to MDR-Dashboard 5.0 (Mobile Network)

Center Servers indicate when the MDR unit has connected to a

relevant MDR Server.

If the Chapter 4.1 MDR Unit procedure has been followed correctly,

System Infc

on the MDR, access SYS INFO -> SERVER STATUS and ) enter Server 1

confirm the Center Server 1 has successfully connected. See

Center Server 1 Status Figure 59.

erver Statu Connected

Network Type Mol Net

erver Protocol Type— MOR

erver 1P Addre A3.218. 141 14¢

Center Server 1 Status Figure 75
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Once the above connection has been made, it may take a few
minutes for the MDR unit to appear in MDR-Dashboard 5.0.

If the MDR automatically appeared, it will be found under a group
labelled TODAY’S DATE and the MDR will be named using its
SERIAL NUM.

Alternatively, manually connect the MDR to MDR-Dashboard by
following the steps below:

»  In MDR-Dashboard 5.0, click System Management

= found on the top right of the software.

&5 Vehicle Information

>  Browse to

e oo

»  Vehicle registration should match the vehicle’s actual
registration. This is your choice. The maximum is 50
alphanumeric characters.

»  Ensure your SERIAL NUMBER from the MDR firmware is
entered correctly. An example is shown in Version
Information Figure 77.

Once completed click OK

B %= Center (11)
==

Flying

» It will appear online if the MDR is powered on or within its
shutdown delay period

The MDR will now appear under the group you assigned it to.

B &= Center (11)

1017-08-23 System Info

Device Name MOR-504XX-500
Serfal Num 0070000035

ft MAC Address 00:18:F5:24:20:39
Madules

Firmware Version MDR-504 V231 T170705.02
L]

server Statu MCU Version 117010901

lo

Environment

Version Information Figure 77
=5 Vehicle Information
Add

=

Vehicle Registration:

—— %
I -

*

Fleet:

Vehicle Equipment Window Figure 78
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6 MDR-Dashboard 5.0 Operation

Usage scenarios must be clearly defined to meet and surpass the you’

achieved using Mobile Network or Wi-Fi.

Table 12: Mobile Network vs Wi-Fi Benefits

needs. See the table below which displays the different benefits

MOBILE NETWORK

WI-FI

Vehicles are away from company site

Vehicles must be in AP (access point) range and in an ON or
shutdown delay (post-record) state

Remotely monitor vehicle operation (stream live MDR video).

Download data without physically going to the vehicle(s).

Instant alerts of alarms for immediate action.

Automatic alerts of alarms when vehicle returns within Wi-Fi range.

Instantly download MDR video to store and view alarms.

Automatic download of MDR video to store and view alarms when
vehicle returns within Wi-Fi range.

Instantly upload evidence to the secure server.

No mobile network costs (Mobile Network).

Real-time GPS tracking (within mobile network coverage areas only)

Real-time GPS tracking (within wireless network only)

SERVER MODE allows you to access features such as LIVE, PLAYBACK and EVIDENCE. The following sub-chapters will explain

these features and typical operation.

You are presented with the following window after logging in, Live MDR-Dashboard Figure 79.

MDR-Dashboard 5.0 consists of several key areas such as:
Vehicle State (Area 1)

Type of operation (Area 2)

System Management, Downloads and Alarm Center (Area 3)
User and System Settings (Area 4)

View Settings (Area 5)

Real-time Alarm Log (Area 6)

>
>
>
>
>
>

BRIGADE

NS

MDR-Dashboard 5.0 Playback

Evidence
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6.1 Vehicle State (Area 1)

This area will list the state (online or offline) of vehicles which
have been configured. An example of an offline vehicle is
shown in Offline Vehicle Figure 80. Camera channels may be

+ .
expanded to choose a camera to view.

If an MDR is offline, camera channels cannot be accessed.
Also, the vehicle icon is greyed out to indicate its offline state.
An online vehicle example is shown in Online Vehicle Figure
81. The vehicle icon may display as a red icon if it currently in
an alarm state. See Alarm Vehicle Figure 82.

Live MDR-Dashboard Figure 79

B ¥ Brigade (1/4) Q

B %5 Brigade (2/2

Offline Vehicle Figure 80

Alarm Vehicle Figure 82
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The fleet BRIGADE may be right-clicked to show a sub-
menu. See Fleet Menu Figure 83. This allows the list of
vehicles in that fleet to be EXPANDED or COLLAPSED.

[
Use the REFRESH button to update data for online
vehicles. See Fleet Menu Figure 83.

To view the latest vehicle list please LOGOUT and LOGIN
again. This will help update any changes in the list.

SEARCH is used to find specific vehicles based on the
vehicle registration number. See Fleet Menu Figure 83. If there
is more than one vehicle registration that contains the search
data these vehicles will be displayed in list form for the user to
choose from.

Quick information of the selected vehicle is shown below the
tree structure in Area 1. Quick information consists of Vehicle
Number, Device ID, Group, Type, Longitude, Latitude, Speed
and Time. An example is shown in Quick Information Figure
84.

An advanced vehicle menu shown in Vehicle Menu Figure 85
can be accessed by right-clicking a vehicle registration. This
menu has the following options:

MDR Settings

Quiality

GPS Upload Rate

Get Version

10 settings

Geo-Fence

Remote Format

Restart

YVVVVVVYVYY

MDR SETTINGS are used to access ONLINE MDR units’
settings. Once MDR SETTINGS is accessed, Brigade
Loading Figure 86 is displayed.

Depending on the speed of the connection to the MDR, the
login window is displayed after 1-5 minutes.

If you get the error shown in Online MDR Settings Error Figure
87, this means that the password you entered is incorrect.

There are two ways to fix this problem. Method one is to enter
the correct firmware password, this is a temporary one-time
access fix. Method two is to save the firmware password in the
MDR-Dashboard settings menu, which is a permanent fix
(unless someone changes the firmware login password on the
MDR unit).

Method one:

»  Click Confirm
»  Enter Username and Password then click Login

Method two:

Click X to close the error prompt

Click System Management

Click MDR Information

Click Update

Enter Username and Password then click OK

VVVYY

See Vehicle Settings Menu Setup Figure 89, you can configure
MDR settings related to: Basic Setup, Surveillance,
Events and Alarms. This menu structure follows the MDR
firmware.

QUALITY is used to switch between recommended, best
frame rate, normal frame rate, normal resolution and best
resolution. By default, this is set to Recommended.

Online MDR GPS Upload Rate Figure 91 is used to configure
the interval with which the MDR uploads GPS information to
the server. By default, it is 10 seconds.

Expand

Collapse

Group Brigade

Mode DR5

Longitude 0.245378
Latitude 51.402358
Speed 0 MPH
Time/Date 15:25:49 2
Quick Information Figure 84

BRIGADE

MDR-Dashboard 5.0

Quality

GPS Upload Rate
Getversion

10 settings
Geo-Fence
Remote Format
Restart

Vehicle Menu Figure 85

BRIGADE'

Loading

Brigade Loading Figure 86

User or password error! Confirm

Online MDR Settings Error Figure 87

BRIGADE PR ]

Username

MORACH

Vehicle Settings Menu Setup Figure 89

Quality 007D000035 x

Recommended ~

Best Frame Rate
Marmal Frame Rate
Recommended
Mormal Resalution

BestResolution

Online MDR Quality Setting Figure
90

GPS Upload Rate

I:‘Clu-s.e

Open

Upload interval (Seconds)

OK

Online MDR GPS Upload Rate
Figure 91

25



GET VERSION is used to obtain the current firmware and
MCU version installed on the MDR. See Online MDR Get
Version Figure 92.

I0 SETTINGS are used to remotely control the alarm
outputs found on the IO cable. These outputs can be set to
high or low. It can also be set to auto revert to its previous
state after a defined period. By default, state is low, auto revert
state is off and duration is 30 seconds. See Online MDR 10

Settings Figure 93.

GEO-FENCE is used to add geo-fences. Geo-fences are
used to send an alarm if a vehicle leaves or enters a
geographical region. This region is setup by the user in MDR-
Dashboard 5.0. Fence types are polygon, circle and line.
Triggering conditions can be entry, exit and in or out. Geo-
fences can be batch issued if this needs to be applied to a fleet
of vehicles. See Online MDR Geo-Fence Figure 94.

REMOTE FORMAT can be used to remotely format the
HDD of an MDR. See Online MDR Remote Format Figure 95.

RESTART can be used to remotely restart an MDR. See
Online MDR Restart Figure 96.

Get version: 007D000035

MAIMVERSION : MDR-504_V231_T170705.02
MCU :T17010801

Online MDR Get Version Figure 92

10 settings

Duration (sec)

Auto Revert State

O
O

State

Online MDR IO Settings Figure 93

6.2 Type of operation (Area 2)

MDR Settings

D
1

Add

Name

Mode  Trig

Leaving Brig Circle  Exi

Delete

Edit

&
o
o2 Dartford Bushin Kenpo
Martial Arts Centre.
() Sainticeotaes South Darenth
3 Post Office

E

Catholic Church

€3 The Jolly Millers
Core Fresh L

o
= 8
SBarto o 5
River Darent S

d © Bow Hair And Beauty
© cupcake Boutique )
Ney, Ry

de Electronics
@ 0-0p Food

South Darenth

N,
New

5
o
S

&

The Bridges

Station Rd Station Rd

Batch Issue

Online MDR Geo-Fence Figure 94

Remote Format:007D000035
Are you sure you want to Restart the MDR?

Yes No

Online MDR Remote Format Figure 95

Restart0070000035
Are you sure you want to Restart the MDR?

Yes No

Online MDR Restart Figure 96

You can choose between LIVE, PLAYBACK and EVIDENCE. Each option has features which are discussed further in sub-sections 6.2.1,

6.2.2 and 6.2.6.

Note: Local data and server data can be accessed when the MDR-Dashboard 5.0 is in server mode. When the MDR-Dashboard 5.0 is in local
mode there is limited functionality. See MDR 500 Series Installation&Operation Guide for details on local mode.
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6.2.1 Live View

You access live operation by E]ﬂ @

clicking on the LIVE icon. See

Live Operation Type Figure 97. : ey EER
Live Operation Type Figure 97

A key feature of live operation is
the real-time alarm log that shows
currently occurring alarms on an TEIIT TEEEE
online MDR. See Real-time Alarm i -

Log Figure 98.

Active Alerts Dismiss

Live Control Bar

Close Video

Close All
Choose a suitable view - MIAP,
VIDEO or VIDEO/MAP. See
View Type Figure 99. The various
views are discussed further in
View Settings (Area 5).

Clear History

& ss0708pIA

ClearAll
Main Stream

The Live Control Bar Figure 100 is
displayed when the VIDEO view

is used. You can mute ,

Sub Stream
Sub Stream settings

Display Scale
snapshot , expand current P

Server Playback

video view to full screen , ——
scroll between channels L » i @ Outof area alarm, are  14:43:37 0

or change channel view

Device Playback
Live Channel Sub-Menu Figure 101

When you right click a video
channel, the sub menu shown in
Live Channel Sub-Menu Figure
101 will be displayed.

OPEN VIDEO is used to display
all channel information and live
video. See Live Channel Sub-
Menu Figure 101.

CLOSE VIDEO is used to stop o]
this channel’s video displaying but Real-time Alarm Log Figure 98
shows the vehicle registration

number and channel name. See

Live Channel Sub-Menu Figure

101. It can be re-opened.

re Jird

CLOSE ALL is used to stop all video channels displaying but shows the vehicle registration number and channel name.

CLEAR HISTORY is used to remove all data from the channel; this channel can no longer be opened. See Live Channel Sub-Menu Figure
101.

CLEAR ALL is used to remove all data from all channels.

MAIN STREAM is used to access a higher quality stream from the MDR. This is based on your HDD recording settings.

SUB-STREAM used to access a lower quality stream from the MDR.

SUB-STREAM SETTINGS control the quality of sub-streams. This is based on your HDD and SD card recording settings.

DISPLAY SCALE controls the aspect ratio of the video channel. The options are original size, 4:3, 16:9 and auto fit. By default, this is 16:9.

SERVER PLAYBACK will automatically playback MDR Server data for the MDR from the start of the current day. If there is no content, a
prompt will state “No Video Found”.

DEVICE PLAYBACK will automatically playback the MDR’s HDD content from the start of the current day.

Note:
» A maximum of 64 channels can be viewed at one time.
»  To access a cleared channel, double-click the vehicle to refresh all channels.
»  Live view may have video stuttering due to a limitation in the available bandwidth.

6.2.2 Playback

You access playback operation by clicking on the @ @
PLAYBACK icon. See Playback Operation Figure

102. Playback Evidence

Playback Operation Figure 102

Playback Options Figure 103 will then be presented to
you. There are 4 playback options:

»  MDR Server Playback Options Figure 103
» HDD/SD

»  Online MDR 10:07:19 X1

> Local Files Playback Bar Figure 104

In each PLAYBACK mode you can download

recordings. During playback, click on the clipping icon m— "
X 9 9 play PPINg Clipping Toolbar Figure 105

, shown in Playback Bar Figure 104.

09:4024 X1 (O] [ 2] H  Ale Ca Cancel
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You are then presented with the tool bar shown in
Clipping Toolbar Figure 105.

The clipping toolbar is used to either Play u
Screenshot Iﬂ Map Screenshot, Evidence

Snapshot L] , Screenshot all channels Bl or
—l

screenshot select .

The PLAY function is used to play the video during

clipping mode.

Once the SCREENSHOT button is clicked, a
screenshot of the video image is stored locally under
C:\You\lusername\AppData\Roaming\MDR-
Dashboard5.0\config\Photo\screenshot filename. It is
labelled with the vehicle ID, video date and video
time. A popup message will show up next to your PC
time for 6 seconds. An example is shown in
Screenshot pop-up Figure 106.

MAP SCREENSHOT is used to take screenshot of
only the current map position being displayed. Once
this is clicked, the data will appear in the
SNAPSHOT LIST as shown in Snapshot list Figure
107. Items can easily be deleted from the snapshot
list by using the delete (trash can) icon. See Snapshot
list Delete Icon Figure 108. The delete icon turns
green when the mouse hovers over it. See Snapshot
list Active Delete Icon Figure 109.

EVIDENCE SNAPSHOT is used to take a
screenshot of the current video position. Once this is
clicked, the data will appear in the Snapshot list as
shown in Snapshot list Figure 107.

SCREENSHOT ALL CHANNELS is used to
screenshot all channels which then appears in the
Snapshot list as shown in Snapshot list Figure 107.

SCREENSHOT SELECT is used to give you the
option to choose from several automatically
generated video screenshots based on the current
time marker (15:17:08 shown in Screenshot Select
Figure 110.

Once a screenshot is chosen, it will appear in the
Snapshot list as shown in Snapshot list Figure 107.

Once satisfied with the snapshot list, you will then
position the clipping markers to the start and end time
of the desired clip. Click OK. See Clipping Markers
Figure 111.

The clip settings window will now be shown. See Clip
Settings Figure 112. You can manually set the
START TIME and END TIME. Choose from your
available channels. There are 3 different ways to clip:

» STANDARD - You must set the desired
PATH before clicking OK. These H.264 files
are opened manually by MDR-Dashboard 5.0 /
MDR-Player 5.0 and are stored locally.
Standard downloads can also be uploaded as
evidence.

» EXPORT - This file must not be larger than
1.5GB. If it is larger, it will not function. You
must set the desired PATH and FOLDER
name before clicking OK. This option creates
an executable (.exe) file including the MDR-
Player 5.0 with the embedded video. These
files may be password protected. Evidence
option is not available. These files are stored
locally.

»  AVI - You must set the desired PATH before
clicking @K. These files can be played by
standard media players. Evidence option is not
available. These files are stored locally.

Note: If the EVIDENCE feature is used, the
downloaded video will be uploaded to the
server. The data is found in the Evidence tab.
See section 6.2.6 Evidence for more
information.

MessageTip

S

C. \LASHANTHA PILLAYWPPDAT
° AROAMINGWMDR-DASHBOARD

5 0MCONFIG\PHOTOWPB_MDR4CH_1_20
17092509402420170925161146.bmp

(2i2) Page
<

Screenshot pop-up Figure 106

Snapshot list

09:40:24 09-25-

09:40:24 09-25-2017

Snapshot list Delete Icon Figure 108

09:40:24 09-25-2017

Snapshot list Active Delete Icon Figure 109

Clipping Markers Figure 111

Clip Settings x

Channel 1

Start Time

M4 &5 s 7 )8

[]setectan

standard [_]Esport [

Storage Paih
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Clip Settings Figure 112

Clip Settings x
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You can check the progress of clippings under Downioads

DOWNLOAD - TASK (Area 3). See Standard
Clipping Figure 113.

Once the task is completed, you can view the status
and storage path under DOWNLOAD >
COMPLETED. See Completed Clippings Figure
114.

Downloads

6.2.3 MDR Server

You can search the server for MDR downloads. These searches
can be based on dates, speed and events. See Server Search
Figure 115.

You can schedule downloads from the MDR to the server based on
time, dates and video channels. See Server Download Figure 116.

Once a user creates a scheduled download, a window pops up to
indicate this has been added successfully. See Server Download
Pop-up Figure 117.

Search Schedule Download

Time Range [ilsReleliR i il ff 13:34:00 (Ll 13:35:00

Channel 1 2 3[4 5 6 7 8
9 10 M 12) |13 14| |15 |16

£ ) [ |setectan

Downloads

Server Download Figure 116

This scheduled download appears under auto downloads. You click
on DOWNLOAD as shown in Server Download Notification
Figure 118.

Table 13 of Scheduled Downloads vs Auto Downloads

Save to Local ™1 S Servel wivm Auto Download

Save to Local

Completed (3)

End Tim

Completed Clippings Figure 114

Schedule Download

Date Recent 1 week ~ [ 0a-20-2017 il Gl 09262017 E

Condition All ~ Custom Advanced

Server Search Figure 115

Server Download Notification Figure 118

é Save to Local E Save to Server Auto Download

Task Report Task Recycle Bin Task Manage Task Option

Status ‘Vehicle Registration  Task name Period Net Mode Type Date
Pause |Delete  Downloading MDR4CH Test ‘never Mob. Net and U RecordMetad 2017-09-26

Server Download Queue Figure 119

SCHEDULED DOWNLOAD

AUTO DOWNLOAD

Download is a once off process

Can be set as a recurring download

Setup based on time and channel

Setup based on time, channel, alarms and events

Will download over any available network

Can be configured to either wi-fi, mobile network or both

Not Applicable

Configurable to downloads metadata and/or video

6.2.4 Online MDR

This is used to remotely access an MDR unit’
BM70

HDD content.

Double-click the online vehicle icon to open the
calendar view as shown in Online MDR Calendar View Figure
120.

Ensure that the DOWNLOAD METADATA option is ticked
as shown in Metadata Figure 121. This is found bottom left of
the calendar view.

»  Green dates represent normal recordings (01/09/2017 -
13/09/2017)
Orange dates represent alarm recordings (14/09/2017)
Red dot only (no colour) represents only metadata
White outline represents the date you are viewing
(05/09/2017)

YV V

Double-click the desired date and choose which camera
channels to view. See Channel Selection Figure 122.

2017-09 2017 - 08

W M W

Online MDR Calendar View Figure 120

Download Metadata

Metadata Figure 121
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Then click the PLAY button located above the channel
selection. See Channel Selection Figure 122.

Once you click play, the video will be displayed as shown in
Playing a Video Figure 123.

You may view graphical data related to the recording such as:
»  Vehicle Status — Channels, Speed and G-Force.
»  Device Status — Device temperature, Environment
temperature and MDR voltage.

BRIGADE: ©

MDR-Dashboard 5.0
© e
ONVIREEES

Each camera channel has two additional
)
features, BLUR and ZOONV M.

Note: ZOOM is available in LIVE mode. BLUR
cannot be used in LIVE mode.

You can use blur to create a mosaic setting of an
area which will be blurred throughout video
playback. See Creating Mosaic for Blur Figure
124, Setting the Blur Area Figure 125 and Blur
Activated Figure 126. ‘ i

ZOOM is used to create a magnified view of a Creating Mosaic for Blur Figure 124

selected area of a camera channel. Click the
magnifying glass and then choose the desired
box area. This is now the only area that will be
visible during playback. To exit this view, double-
click the camera channel. See Choosing Zoom
Area Figure 127 and Zoom area Figure 128.

is used to ZOOM in or out of the
time scale. Maximum ZOOM in is 5 seconds and
maximum ZOOM out is 24 hours.

Map

Choosing Zoom Area Figure 127 Zoom area Figure 128

Video/Map | Frame Information Event

Extended View Settings Figure 129
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Frame Information

To view further information regarding the
recording you can access FRAME
INFORMATION and EVENT as shown in
Extended View Settings Figure 129.

MDR-504_V231_T170705.02

See Frame Information Figure 130. FRAME
INFORMATION consists of:
Firmware version

MCU version

Vehicle Registration
G-Force

GPS

Speed

Voltage

Device Temperature
Trigger Activity Indicator

VVVVVVYVYYYVY

See Event Information Figure 131. Event
information consists of device alarms which have
event names and times.

6.2.5 HDD/SD and Local Files Playback

6.2.5.1 Local Files Playback

This procedure applies to recordings previously downloaded from
the MDR and saved onto a USB flash drive or recordings saved
onto a PC.

To read downloaded files click on the LOCAL FILES tab found
on the Data Source Access (area 1). See Data Source Figure 132.

You click on the LOCAL FILES tab as shown in Local Files Tab
Figure 133.

Click the ADD button as shown in Local Files Add Figure 134.
Browse to the relevant folder and click SELECT FOLDER.

This brings up a Windows™ Explorer dialogue box (Windows
Explorer Folder Figure 135) which allows you to select the folder
that contains the recordings. Select the MDR Vehicle name, in this
example 3-3.

Once the folder has been successfully loaded, it will appear as
shown in Device Directory Figure 136.

If there was a local file specified previously, click the refresh icon

L
to get the local file to appear. This will be a green icon to
indicate it is available for browsing.

Local Files

Local Files Tab Figure 133

). C:\Usersioconmoouce) Deskiop Raw File Sample)Sample MDR Dashioard\3-3 - |3 | searct 32 £

Organize = New folder = @
; Favarites
© A360 Drive 20151220
M Desktop

Ja Downioads
4 Recent Plares

2 Libraries

\ Documents
& Music
5, Pictures

8 videos

& Compurer

S F-nive Dhiinad) ™ | 9

Folder 3-3

[ selectroider | [ Cancel
Windows Explorer Folder Figure 135

Frame Information Figure 130

BRIGADE

DR Dachbsard 50

Data Source Figure 132

'a)
Add Delete ]

Local Files Add Figure 134

Add Delete
= M Device Direciory
DESKTOP
JT
BRIGADE-RV130AB

Device Directory Figure 136

JT

Clipping Diectory Figure 137

Condtion Custom

Advanced

Local File Search Figure 138
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The local file will now appear in the left pane as shown in Device Advanced sotting
Directory Figure 136. DEVICE DIRECTORIES show when a

Delete

specific vehicle folder is chosen, these are added individually. If Hame

you would like to add multiple vehicles simultaneously, choose a B B
folder top level folder that contains multiple vehicles. Using this

method will result in a CLIPPING DIRECTORY to be added to [oeorence R setings

the local file list.
[Jevent

Multiple local files can be specified. Directories may be searched.
See Local File Search Figure 138. Custom and Advanced
searches can be configured. See Custom Search Figure 139,
Windows Explorer Folder Figure 135 and Advanced Search
Settings Figure 140.

Custom Search

Advanced Search Settings Figure 140

[JeeoFence DR Setlings

Event Select
O

Cancel Search

Custom Search Figure 139

6.2.5.2 HDD/SD Playback

Double-click the vehicle icon EEESIM. This will display 2017 - 09 2017- 08
ALL calendar events. A typical example of a calendar is w w
shown in HDD Calendar Figure 141.

Each colour represents:

»  Green dates represent normal recordings
(01/09/2017 - 13/09/2017)

»  Orange dates represent alarm recordings
(14/09/2017)

» Red dot only (no colour) represents only metadata

»  White outline represents the date you are viewing
(05/09/2017)

HDD Calendar Figure 141

A typical example of a calendar is shown in HDD
Calendar Figure 141.

To refine the data displayed, you should setup search Date
criteria. Custom and Advanced searches can be created.
HDD Search Figure 142, Condiion Custom Advanced Metadata Setting

. Figure 143
Ensure that the DOWNLOAD METADATA is always

ticked. See Metadata Setting Figure 143. This will ensure
that all metadata is shown with playback video.

HDD Search Figure 142
You double-click on the relevant calendar date. This will

then display the pre-playback screen. See Pre-playback
Figure 144. You can choose which channels to view
during playback.

BRIGADE'

MDR-Dashboard 5.0

(]

u

Pre-playback Figure 144

You can access different view settings such as, MAP, VIDEO ; -
and VIDEO/MAP. See View Options Figure 145.

Video/Map Frame Information Ewvent

View Options Figure 145
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Frame information and Event information can also be accessed
from this panel. To return to the calendar view from the current

playback, click the back arrowE-]. See Return to Calendar Figure
146.

b1 ]2 s A4

SelectAll

Choose which channels to playback.

Click the Play button u to display the data.

Current Position
of Playback and
Playback Speed Rewind Stop

Play/Pause Slow Forward

Fast Forward Next Frame

/ / /7

Previous Frame Sound Volume Clip

° Playback = HDD/SD = Fly1ng(2017/9/15)

Return to Calendar Figure 146

Snapshot GPS Filter

MDR-Dashboard 5.0 Controls Panel Figure 147

Fast Forward options (1x, 2X, 4x, 8%, 16x, 32x). Maximum Slow

Forward option is x1/32.

Double-clicking an individual channel to make it full screen. There
are other video viewing options as shown in

Video View Options Figure 148, such as:
»  Full Screen

Previous Page

Next Page

Three Windows

Four Windows

Six Windows

YV V V VYV VY V

Nine Windows

6.2.5.2.1 Downloading Videos

Click on the CLIP button .

Clip markers appear (broken vertical lines). See Clipping a Video
Figure 149.

Drag the markers to set the START and END TIME for the clip.
Alternatively, click O and TYPE the start and end times in the
Standard Clip Settings Figure 150.

Choose the number of channels you wish to download.

Choose the type of download, there are three types of downloads:

» STANDARD creates a folder structure containing the video
files in original proprietary format (H264) onto a local storage
device (e.g. USB Flash drive). Note: You are not allowed to
use the same location as the original folder. Once clipped,
the files will be found in a folder named with the following
format: \Company_Name-Vehicle_Number\YYYY-MM-
DD\record.

Video View Options Figure 148

07:37:31

AT

Clipping a Video Figure 149

Channel 1 M2 [z e

[V]setectan

Standard [_]Export [_]avi

[[Jupload Evidence

Cancel

Standard Clip Settings Figure 150
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» EXPORT allows you to export clips into a single .exe file
with an embedded MDR-Player 5.0. This option is the
recommended solution as it contains metadata and video. It
also can be password protected and played without the need
of any additional player software. This does not require any
installation. Note, this file should not be larger than 1.5GB.

> AVI creates .AVI files playable by common players such as
Windows Media Player (WMP™) and Video Lan Client
(VLC). The advantages of this solution are the portability of
the format. The disadvantage is the lack of protection and
missing metadata. These files can be played and edited by
anyone. The only information contained in the video image is
selected by the OSD Overlay options in the firmware. Note,
these files are split per channel.

Choose the Storage Path using - Brigade recommends
choosing your desktop.

OK
Once satisfied click on the OK button -

under the downloads area. Click the download button.

See Current Download Tasks Figure 153. Task priority is a first
come first serve basis. If another task has a hii;her priority, use
: to stop a task and the to start the priority

task. If an error is made, tasks may be deleted using the

button.

Completed tasks automatically move to the Completed tab, see
Completed Download Tasks Figure 154.

Right-click a completed task to access a sub-menu as shown in
Completed Sub-Menu Figure 155.

6.2.5.2.2 Saving Snapshots

Click the desired channel; this will be highlighted by a WHITE
OUTLINE. See Choosing a Channel Fifure 157.

Click on the SNAPSHOT button in the Controls Panel.

A pop-up window will be displayed on the bottom right corner of the
desktop (next to the time/calendar) The snapshot location is also
shown here (See Snapshot pop-up Figure 156).

SHANTHA PILLA\APPDAT

R-DASHBOARD
5 0\CONFIG\PHOTOWPB_LVS8GYU_1_20
17092415532120170927132430 bmp

Click on the Snapshot Successful information
to access the IMAGE FILTER, this shows all locally stored
shapshots. See Snapshot Image Filter Figure 158.

MessageTip

ful
HANTHA.PILLANAPPDAT
R-DASHBOARD

(2/2) Page

<

Snapshot pop-up Figure 156

Clip Settings x

Start Time 072800 EndTime 07:33:00
Channel 13 [«

[setectan

[standard  + Export [_JAvi

Clip Settings

Start Time 07:28:00 End Time 07:33:00

Channel

[standard [ |Export

Cancel

Status

Completed < ¥ \SHANTHA. PILLAY\DESKTOPALV58G!

Completed Download Tasks Figure 154

Save to Local
Task Completed (1)

End Time
5.56:49 09-24-2017

Open Folder

Clear

ClearAll

Completed Sub-Menu Figure 155

Choosing a Channel Figure 157

Snapshot Image Filter Figure 158
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6.2.6 Evidence

Evidence refers to clippings, video screenshots and map screenshots that are uploaded to the server.

Note: Evidence upload is only available when MDR-Dashboard 5.0 is logged into SERVER mode.

6.2.6.1 Evidence Upload

To create evidence packages please follow the steps described below. These Clip Settings
files are accessible via MDR-Dashboard 5.0. It will display the video and
snapshot files that were added during the clipping process. Start Time EndTime

- Channel !1 !2 !4
Click PLAYBACK BIEEESM 0 enter playback mode. Isetean

Standard | |Export [ |avi
Choose the desired data source — MDR SERVER, HDD/SD, ONLINE Storage Path
MDR or LOCAL FILES.

.Upluad Evidence

[ClusersusHaNTAPLLYDESKTOR ]
During playback of a video, click the clipping icon and set the clipping Name
markers to the desired times.
Vehicle
Create the desired snapshot list using the evidence buttons Driver
(o] —al
— LB IEN | ich will be associated with this video clipping. R

Once satisfied with the clipping duration and snapshot list, click OK. TEEETD

The Clip Settings window will now be displayed. See Clipping Markers Figure _
111.

Ensure STANDARD is ticked then tick UPLOAD EVIDENCE. This
means that the path specified under PATH is now void. See Evidence

Upload Figure 159. Evidence Upload Figure 159

Cancel

Fill in all details shown in Evidence Upload Figure 159. The following details
can be completed: Name, Vehicle (automatically populated), Driver,
Keywords, and Description. Click OK once all details are filled in. Name
and Driver are required fields.

Evndence Upload Download Window Flgure 160

To confirm that this evidence upload task has been created, click
DOWNLOAD - SAVE TO SERVER. See Evidence Upload Download
Window Figure 160.

This task will appear under COMPLETED once it has finished. See
Evidence Upload Download Window Figure 160.

6.2.6.2 Evidence Playback

Due to the nature of evidence (contains Task Monitor Task Report Task Recydle Bin TaskManage Task Option
sensitive information), it can NEVER be
clipped or copied locally. Evidence is stored

Folder Name

on the server and can only be accessed via Exsbe Overwis [ o e e e e
MDR-Dashboard 5.0. Max Connechons (CNNSENENNNNNNN ©  Swc  DelecRecordings

You access playback by clicking on the 4+ Adl /Bl — Deee

EVIDENCE icon. See Evidence Icon Figure Namber sSD Max Conmections

162.

Server directory for evidence video file Dik  Enable Tofalsze Percent

storage: C:\Program Files (x86)\MDR
Server\WCMSA4.0\EvidenceData.

Navigate to the desired vehicle/company
name (fleet) as shown in Evidence Vehicle
Figure 163.

Task Option Figure 161

Note: The vehicle does not need to be online
to access evidence. Evidence data is
stored on the server.

Brigade
» =i 20170925
&5 MDRACH
=5 MDR.ECH
g5 Other

Evidence Vehicle Figure 163

A full list of evidence is now displayed as
shown in Evidence List Figure 164. This list
can be filtered by state (read or unread), S e LT
importance level (mark evidence as important - E—

e Evidence List Figure 164
usingl ), keywords, name and description.

Click on PLAYBACK button which will begin the evidence playback. Please give the snapshot list approximately 10 seconds to load
its data. FRAME INFORMATION and EVENTS are accessible within evidence. See Evidence Playback Figure 165.

Click on the back arrow to return to the evidence list.
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155331

Channsls

Evidence Playback Figure 165

6.2.6.3 Browsing Evidence

Evidence Report x
Click on the BROWSE button which will open an ol ke oo
evidence report. See Evidence Report Top Figure 166. P
There are several details that are displayed in this report, — — e
such as: Name, Driver, Vehicle Registration, uploading e I Uibetiog me
user, evidence date, creation date, keyword, description, Uploaded by -

maps and pictures. Docvim

This report is easily printed using the m button

found at the top of the report. There is also an area for a
handwritten signature and evidence date. See Evidence
Report Bottom Figure 167.

Uploaded evidence can be modified afterwards. This is to
correct any erroneous data such as vehicle registration
number, Name, Driver, Keyword, and Description.

You must highlight the evidence to be modified and then
change the configurable data shown in Evidence
Modification Figure 168.

MDR-Dashboard also tracks who accessed which Evidence Report Top Figure 166

evidence and when. This information is found under
QUERY USERS which is shown in Query Evidence
Figure 169.

v R - I
Ewidence
Date 2017-09-24 (L0 R0 (117-09-27

Video

Vehicle .
ves . (G Do
est2
4

Snapshots ]

Description

2017-09-24 15:53:08

Madifv evidence

[

admin

admin

2017-09-24 15:53:10 2017-09-24 15:53:10

Query Evidence Figure 169

Evidence Report Bottom Figure 167
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6.3 Downloads and Alarm (Area 3)

DOWNLOAD allows you to setup local/server downloads and auto download schedules. ALARM lets you access the ALARM CENTER
which allows for searching alarms, setting alarm strategies and alarm e-mails. SYSTEM MANAGEMENT allows you to set FLEET

INFORMATION.

6.3.1 Downloads

Warning: Downloads do not occur if the free space on the server disk is less than 500MB.

Click on the download icon B0 which will display the
window shown in Download Window Figure 170.

There are 3 download options: SAVE TO LOCAL,
SAVE TO SERVER and AUTO DOWNLOAD.

AUTO DOWNLOAD connections to the server are
limited to the number of MDRs that can be downloaded at
a given time. If there are many online MDRs then
downloads enter a “wait” state.

AUTO DOWNLOAD is more suited to a Mobile
Network connection as the MDR can transfer data
regardless of location. If AUTO DOWNLOAD is setup
with a Wi-Fi connection, the MDR will only run the auto
download schedule once it is powered on and connected
to the Wi-Fi network.

Tasks appear under TASK MANAGE. Any manually
setup downloads, known as Appointments also appear
here. See section 6.2.2 Playback. The number of manual
downloads is unlimited.

Download priority is based on a first come first serve
basis.

Tasks appear under SAVE TO SERVER when the
clippings are being uploaded as EVIDENCE.

Auto Downloads are setup differently to Clippings and
Appointments.

Select the vehicle and then click TASKK MMANAGE. See
Auto Download Figure 171.

» Click ADD TASK. You will now be presented with
a TASK INFO window which is shown in Auto
Download Basic Information Figure 172.

»  You must now setup all details found under
BASIC INFO, CHANNEL and EVENT. See
the below figures, Auto Download Basic
Information Figure 172, Auto Download Channel
Figure 173 and Auto Download Event Figure 174.

» GROUP/VEHICLE - this represents the vehicle
name as shown in the group list in the left pane

» TASK NAME - this is the User’s choice — name
appropriately for easy understanding

» START TIME - this represents start time of the
clipping.

» END TIME - this represents end time of the
clipping.

» TYPE — choice of either metadata / Video or both.

» RECURRING - Options to repeat this task such
as Never, Every day, Weekly or Monthly

» START DATE - this allows you to set the date for
when the clipping must be taken from, this can also
be set in the future. Must ensure that this setup
when the MDR will be powered and online.

» END DATE - this refers to the final date clippings
will be completed

» PERMANENT EXECUTION - If this clipping
must be completed indefinitely, tick this box.

» NET MODE - The options are Mob. Net, Wi-Fi
and Mob. Net/Wi-Fi.

» If an MDR has post alarm set to 7 seconds and
auto download and the dashboard post alarm set to
10 seconds. The auto download recording will have
post alarm of 7 seconds as there is no further
alarm recording to be downloaded.

» TASK EFFECTIVE DAYS - defines for how
many days a recurring task should occur.

» STREAM - The options are Main Stream or Sub
Stream. Main Stream is higher quality.

Save fo Local

§ Savetolocal

Task Monitor TaskReport

Delete task

Download Window Figure 170

S saveto Senver

Task Completed (3)

o Auto Download

End Time

SF saveto Server

Task Recycle Bin

Auto Download

TaskManage

Task Option

Vehicle Registr: Task Name

W Copy | Delete | Cascade delete MDRACH et
B Copy | Delete | Cascade delete MDRACH ~ Tes2

=5 MDRSCH

Task info
Basic Info
Group/Vehicle
Task Name
Start Time

End Time

Type

Recurring
Stat Date

End Date
NetMode
Task Effective Days

Channel

Event

W Copy | Dekete | Cascade delcie MDR4CH  Test

Auto Download Figure 171

13:34:00
13:35:00

Never
2017-09-26

B Permanent Execrtion
2017-09-26 [2]
liob. Netand WiFi |

Auto Download Basic Information Figure 172

Auto Download Channel Figure 173

W EventName

M GeoFence

B Panic Button
M Low Temperatwe
M High Temperature
W LowSpeed

W High Speed

B GFore

M Biind Detection
B VideoLoss

M Motion Detection
W 0Am

N A1 Mo W02 Mio3 Mios Mios Mios Mio7 Miog

Auto Download Event Figure 174
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» VIDEO TYPE - The options are All, Normal

Video and Alarm Video. i Save to Local =B saveto sewver Auto Download
You can view the status of the AUTO DOWNLOAD Task Monitor TaskReport Task Recycle Bin Task Manage Task Option
tasks by clicking TASK MONITOR. See Task Monitor FighSped  Low Spesd Tusk

Analysing Figul’e 175. I Status Vehicle Registration  Task name Period NetMode  Type Date

Pause|Delete  Analysing MDR4CH Test never Mob. Net and W Record/ Metad 2017-09-27

A download list is created, then the status becomes
waiting, analysing, analysing finished and begins the
downloading.

& MDRSCH

Task Monitor Analysing Figure 175
See Task Monitor Analysing Figure 175, HIGH SPEED
will download files at quicker speeds. LOW SPEED,
MDR will download files at slower speed.

§ savelolocal S5 saveto Server Auto Download

Task Monitor Task Report TaskRecycle Bin Task Manage Task Option

High Speed
Status. ‘Vehicle Registration  Task name Peniod Net Mode Type Date

Pause |Delete  Downloading ~ MDR4CH Test never Mob. Net and W Record/Metad 2017-09-27

Task Monitor Downloading Figure 176

TASK REPORT is used to search all

tasks based on dates and task status. See save to Local S8 savetosener Aulo Downioad
TaSk Report Flgure 177 Task Report Task Recycle Bin Task Manage Task Option
QUERY is used to update the list. See e
Task Report Figure 177. T st o FINFT PV ) =~ = ECRREERN 1 [N - [EECEN - ey
o 10925 status Vehicle Registration  task type date start tme
TASK RECYCLE BIN shows tasks that —LhEE Taok frished  MDRACH Test ’ RecordMend 20170927 145500
have been deleted by the user. See Task & MDRSCH Gl D o : RecordMetad 2017-09-27 120200
Recycle Bin Figure 178. Task Report Figure 177

TASK OPTION is used to set the folder
for the AUTO DOWNLOAD files. See i Save to Local =2 saveto Server Auto Download
TaSk Optlon Flgure 179 Task Monitor Task Report Task Recycle Bin Task Manage Task Option

AUTO DOWNLOAD files are located on Vehicle Registration  Task Period Type Start ime End time
the Windows Server.

. . Task Recycle Bin Figure 178
These files are accessed via PLAYBACK
- MDR SERVER.
Server directory for video file storage: & SmeloLocl
C:\Video\Vehicle Name.

Task Monitor Task Report Task Recycle Bin Task Manage Task Option

S8 saveto sener Auto Download

Folder Name
Enable Overwrite Overwrite aldest recordings once storage capacity is reached

Max Connections 2 Sae Delete Recordings

4 Add # Edit — Delete
Number SSID

Disk  Enable Totalsize Percent Occupied

%
@ 46

Task Option Figure 179

Table 14: Auto Downloads Task Status Information

STATUS DESCRIPTION
Suspended The task is in suspension.
Limited number of connections Vehicle downloads has exceeded the limit of allowed connections
Parsing Analysing in preparation to download file
Task has not been finished Download not complete, since the time required is greater than the
current MDR system
Insufficient space on the disk There is not enough space on the server disk
Loading Task is waiting to be downloaded
Parsing successfully Completed analysing the file to be downloaded
Downloading File is currently being downloaded
No record file No file exists based on analysis. (No gualified record file)
Download successfully Download successfully and the file has been downloaded.
Task failed Analysis task could not be completed. (e.g. Fail to access data,
abnormal data)
Task deleted Task has been deleted by user
Download failed Task is successfully added but the file fails to download
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6.3.2 Alarm Center

Alarm Center refers to an area which contains the following options:

»  Alarm Search
»  Alarm Settings

6.3.2.1 Alarm Search

This area is used to search all alarms based on the
vehicle, time range, date, event type and alarm status.

You will set search parameters and then click on the
SEARCH button. Once clicked the MDR Server will be
queried.

See a typical list shown in Alarm Center Search Figure
180. The total number of alarm records is shown in the
bottom right corner of the window.

Alarms are processed here. Highlight an alarm entry and

then click the PROCESS button to enter the

relevant description. See Alarm Center Search Figure 180.

BATCH PROCESSING is achieved by clicking the
icon. See Alarm Center Search Figure 180.

The entire alarm log can be exported as an excel table

(.xIs) to a chosen local directory. This is done by clicking

the EXPORT ALARM button C . See Alarm
Center Search Figure 180.

6.3.2.2 Alarm Settings

Tick a fleet group or a specific vehicle you would like to
apply the alarm strategy to. Once you have ticked the
vehicle/group, choose what alarm type you would like to be
notified about.

MDR-Dashboard Strategy has the following options:

» Lock Map to Vehicle: When an alarm is
triggered, maps will lock onto the specific vehicle on
the map.

» Voice Prompt: An audible siren alarm will be
played through your PC speakers to alert you of a
triggered alarm. Note: Muted PC speakers will not be
unmuted for this feature.

» Open Video Channel/s: If you tick a channel,
MDR-Dashboard will automatically open the chosen
channels in the live view.

Alarm Push Strategy has the following options:

» Emnable Alarm Push: When an alarm is
triggered, notifications will be sent to your mobile
apps. Note: Requires apps to be logged in and
running as a background service.

» Real-time: When an alarm is triggered, email
notifications will be sent to your listed email
addresses instantly. Note: Requires email account to
be configured.

» Omnce aday: When an alarm is triggered, email
notifications will be sent to your listed email
addresses at the specified time. Note: Requires email
account to be configured.

Evidence Download Strategy has the following

options:

Main Stream: Downloads high quality video.

Sub-stream: Downloads low quality video.

Tick channels you would like to download

Pre=-Alarm: refers to how many seconds before

the alarm you want to download.

Post Alarm: refers to how many seconds after the

alarm you want to download.

GPS Information. tick this to download GPS

metadata with the associated video.

> Alarm Log Information: tick this to download
alarm logs (metadata) with the associated video.

» G-=Force Information: tick this to download G-
Force metadata with the associated video.

Y V VY

Y Vv

) s & setiings
( searcn A setings

T voorzor i fwonco [ 2xsese

=
Alarm Type Event From Time
HDD Error

07:04
Blind Detect

Out of area alarm, area name
Out of area alarm, area name
Out of area alarm, area name
Out of area alarm, area name
Out of area alarm, area name
Geo-Fence Geo-Fence ts Out of area alarm, area name

Atotal of 1 page Atotal of 17 records

Alarm Center Search Figure 180

MDR Dashboard Strategy
B Lock Map to Vehicle M voioe prompt

1 Open Video Channells

Man Gi1M283010506E M8

Alarm Push Strategy
B Enable Alarm Push
Emal send

Real time

W Ouceaday Notification Ta

Evidence Download Strategy
Recording Type

© Mai Sire ® Substream

Ha GiEE:E:EsEHcE N

Pre-Alarm sccs) I ot Atacatsece)

Metadsta
GPS Information ¥4 Alarm Log Information & G-Force Information

Save as Template Load a Template Delete Config Save Config

Alarm Configuration Figure 181
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6.4 View Settings (Area 5)

This area contains the following view options:

» Map

»  Video

»  Video/Map
6.41 Map

This view is accessed by clicking the MAP button. See Map View Figure 182. It will display the MDR GPS tracking data. This can be used in
both LIVE and PLAYBACK mode. A hazard symbol ™ on the map will show points where an alarm was triggered. If there are multiple

alarms in close succession, a box indicating the number of alarms will be shown on the map -"+.

BRIGADE’

MDR-Dashboard 5.0

Map View Figure 182

6.4.2 Video

This mode is used to view video channels only. See Video View Figure 183. The order of the video channels may be changed by dragging the
channel to another slot.

Video View Figure 183

6.4.3 Video/Map
This view is used to access both video and map data. See Video/Map View Figure 184 for an example.

BRIGADE

MDR-Dashboard 5.0

w @ »MHE O MEEEEE

Video/Map View Figure 184 v
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6.5 Real-Time Alarm Log (Area 6)

Real-time Alarm Log Figure 185 shows alarms that are currently occurring on all online
MDRs.

At the bottom of the Real-Time Alarm Log area is a menu as shown in Alarm Menu
Figure 186.

Click on LOCKING CAR symbol to access the Video/Map view with the
vehicle locked in the center of the map.

Use the OPEN VIDEO button to access Video/Map view with the video
displayed below the map.

The bottom right gear icon E represents SETTINGS for the alarm hierarchy. The
order in which alarms will appear. See Alarm Settings Figure 187.

There is an alarm count which indicates the number of alarms that have occurred.
Once this number is higher than 99, the alarm log will display “99+”.

Processing alarms refers to when a user clears an alarm (marks an alarm as
dismissed) once the alarm has been reviewed.

ACTIVE ALERTS show alarms that have not been processed by a user. See Real-
time Alarm Log Figure 185.

To process an alarm, click an alarm event found in the active alert log (below Event

. y ) . .

Name), then click on the PROCESS button. A pop-up window will appear as
shown in Alarm Processing Figure 188. Write a description of the event, for example,
false alarm.

Click PROCESS to process an alarm event. Once processed, it will appear
automatically under the DISMISSED ALERTS log.

BATCH PROCESSING is used to process multiple alarms of the same type. This is
done by ticking BATCH PROCESSING in the process window. See Alarm
Processing Figure 188.

» pe n
Alarm Menu Figure 186
Process

Online MDR 0088003929 Alarm Type Video Loss (2)

Alarm Description Add

Description [Baten Process

Alarm Processing Figure 188

6.6 User and System settings (Area 4)

The current logged in username, date (Client PC) and time (Client PC) is
displayed. See User and System Area Figure 189.

This area is used to LOGOUT. This is achieved by clicking on the door icon

%

. This brings up a confirmation window for logging out. Click YES or NO
and thereafter the MDR-Dashboard 5.0 login screen will be displayed. See
Logout Screen Figure 193.

=)

Click on the gear icon to display a submenu containing SYSTEM
SETTINGS, SERVER TEST, ABOUT and CHECK FOR UPDATES
options. See MDR-Dashboard Settings Menu Figure 190.

Active Alerts

e 8507 03pIA

I
5]
=]
)
=)
1

Video L

Motion on
Blind Detection
HDD Error

101

102

103

104

105

106

107

108

Alarm Settings Figure 187

System Settings

Server Test

About

Check For Updates
MDR-Dashboard Settings Menu Figure 190
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SERVER TEST is used to aid troubleshooting server connections, the
feature is used to determine which port is not functioning. See Server Test
Figure 191 and Server Test Results Figure 192.

ABOUT displays the window shown in About Figure 194. This will show the
current MDR-Dashboard and MDR Server version.

Additional information of which server ports are used will be shown in the
ABOUT window when the MDR-Dashboard is logged in as server mode. See
About Figure 194.

CHECK FOR UPDATES is used to check for software updates. This will
redirect you to webpage (brigade-electronics.com/MDR-Software-Update).
Here you will be able to find new MDR-Dashboard software releases.

SYSTEM SETTINGS are shown in System Settings Figure 195.

This area is used to configure the following:

»  Set Path for Snapshots

»  Map Mode

»  Language

»  Speed Unit

»  Temperature Unit

»  Automatically Switch to Main Stream — tick this box to use the main
stream (higher quality) or leave unticked to use the sub-stream. This is
not supported for the MDR 400 Series.

»  Loop Video Playback — this will play the entire selected video on repeat.
This feature can be used for HDD or directory playback

»  Auto-logout

»  Auto-Close Video

»  Total Alarms Shown — shows the historical alarms and events in the
real-time alarm log area. By default, it is 200.

»  Alarm Period Shown — shows the alarms and events for the past time

range setting in the real-time alarm log area. By default, it is 30 minutes.

»  Enable Dual Monitor Map View (Server Mode — Live view only) — this
will expand the map to a separate window. This helps when monitoring
multiple online vehicles.

Are you sure you would like to log off?

Logout Screen Figure 193

System Settings
tem

Set Path for Snapshots

CAUSERSILASHANTHA PILLAYPPOATAIROAMINGIMDR-DASHBOARD 5.0\CONFIGIPHOTOY

Map setup

Mode
Language
Mode English ~

Measurement Unit

Speed WPH v Temperature

Auto Switch to Main Stream
[ JLoop video Playback

DAulU—Iuguut in {(minute/s) _
[ Jauto-crose video in gminuters) |

Alarm seftings

Total Alar hown
Alarm Period Shown

[ ]Enable Dual Monitor Map View (Server Mode - Live view only)

[ Jautomatically Open Historic Live View Channels (Server Mode - Live View only)

System Settings Figure 195

Server Test

MName

addrdata

Server Test

N
addrdata
ads
clientgate

clien
v
flow
at
login

Server Test Results Figure 192

BRIGADE

MDR-Dashboard 5.0 222010
MDR Senver50 222009

[addrdata] 192 188 1419312040
[ads] 192.168.14.193:12055
[clientgate] 192.168.14.192:12020
[clientlog] 192 188 14 19312040
[evidence] 192.168.14.193:12055
[Mlow] 192.168.14.193:12047

[gf] 192168 1419317891

[login} 192.168.14.193:7264

About Figure 194

Open Folder

Cancel
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Browse to SYSTEM System Management
MANAGEMENT by clicking on the

following icon . See System

=5 Fleet Information | & Vehicle Information 'q‘

MDR Information | B Role Pe

Tem3 Fleet Structure Tree =i Fleets

;| & User Information | @ MDR Upgrade | [ Email Account Configuration

Manage Figure 196. e + adaw | — e [ O

System Management is used to
configure the following options:
Fleet Information

Vehicle Information

MDR Information

Role Permissions

User Information

MDR Upgrade

Email Account Configuration

YVVVVVVYVY

6.6.1 Fleet Information

Operation
Update | Delete
Update | Delete
Update | Delete

System Manage Figure 196

Name Parent group name
Brigade
20170925 EBrigade
20170927 Brigade

You can use this area to setup VEHICLE FLEETS (e.g. Brigade) under the COMPANY VEHICLE STRUCTURE TREE. This area can

also be used to setup sub-groups which will be found under Vehicle Fleets.

6.6.2 Vehicle Information

This area is used to setup VEHICLE INFORMATION. When
setting up the vehicle registration and serial number, you must
choose under which FLEET this vehicle will be stored in. See
Vehicle Device Information Figure 197.

6.6.3 MDR Information

This area gives the user further information on a specific MDR unit. This is
also used to UPDATE the EQUIPMENT FILE (window that contains
detailed information on a specific MDR). See MDR File Figure 198.

This allows you to track serial number, vehicle registration, MDR type,
number of channels, MDR username, MDR password, peripherals and
enables channels. If a channel is disabled, it will not be available to view in
live view pane. See MDR File Figure 198. SERIAL NUMBER must
match the serial number shown in MDR firmware.

Note: If an 8-channel device is showing only 4 channels, please update the
NUMBER OF CHANNELS within MDR information. Log out and
log in to confirm that this device now shows up correctly. See MDR
File Figure 198.

6.6.4 Role Permissions

This area is used to create more permission types which USERS will T
B A +auo | —pue: [

be assigned to.

ROLES TREE shows the structure of permissions. See Creating
New Roles Group Figure 199.

Clicking on GROUP PERMISSIONS PREVIEW shows the
ROLE AUTHORITY window which will indicate the VEHICLE
FLEETS and the sub-groups a role has access to. See Group
Permissions Figure 200.

PERMISSIONS PREVIEW shows a quick view of the options that
this role would have access to. See Permissions Figure 201.

Certain permissions are only accessible depending on your parent
role. If the parent role is system administrator, then all permission will
be shown for editing. See Role Authority Details 1 Figure 202 and Role
Authority Details 2 Figure 203.

= Role Permissions

4 ims Brigade

o5 20170925
=i 20170927

Group Permissions Figure 200

& Vehicle Information

Add

Vehicle Registration:

Fleet:

" -
- L
— -

Vehicle Device Information Figure 197

<% MDR File

Update

St
ks
s :
oo S
o v

S -
|

nable: u IEEJ

= Role Permissions

Straight Preview

MDR File Figure 198

I Role Permissions

Name arent Role Name

System Administrator

Creating New Roles Group Figure 199

te hard disk clipsRemote hard disk search{Server Playback
erver searchiEvidence UploadMontage

[Search forllocal hard diske playbacifLocal hard Clips{Local hard drive

search

Reemote bard disk: playback

VideoP TZDviFencelDvrVersion

IDviSendMessagelWebETC DviRestartS raight Video

[Device Format Device remote parameter seffings Equipment

 ererradis T T

Permissions Figure 201

Fleet Permissior Permissions
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E Role Permissions

3- add operating authority-1

S e |

Playback ' Remote hard disk clips * Remotc hard disk search  Server Playback
Server Clips

Role Authority Details 1 Figure 202

Table 15: User Permission Explanations:

E Role Permissions

3- add operating authority-1

1 ieview P isisms  wumga v Arvvmas i LeuvRa s

Equipment upgrades  DwTak  Dwilistn = DwiGpsConfig ~ DwiVideoLevel

D=

Baich upgrade newtask ' updatetasks  deletetasks  upgradereport | Upload
equipment or terminate the task. © deletefiles ~ add directory  update the directory  delete
directories

Evidence delete evidence

e
g

Role Authority Details 2 Figure 203

# OPTIONS OPERATING AUTHORITY EXPLANATIONS
1) Vehicle fleet N/A Allows the user to manage the vehicle group.
(2) add vehicle N/A Allows the user to add/edit/delete vehicle.
3) Vehicle file N/A Edit the Device (MDR) Information settings.
(4) Equipment file N/A Not supported for MDR 400 Series
(5) add role authority N/A Allow user account to manage role authority (add /edit /delete)
(6) add user N/A Allow user account to manage user accounts (add /edit /delete)
(7) SIM card N/A Not supported for MDR 400 Series
(8) The driver file N/A Not supported for MDR 400 Series
9) Playback (9.1) Playback(9.2.) Remote hard disk (9.1) Local directory files playback;
clips (9.2) Remote clip MDR recording files
(9.3) Remote hard disk search (9.3) Remote search MDR recording file search
(9.4) Server Playback (9.4) Remote playback MDR server recording files
(9.5) Server Clips (9.5) Remote clip MDR SERVER recording files
(9.6) Server search (9.6) Remote search MDR SERVER recording files
(9.7) Evidence Upload (9.7) Evidence recording files, snaps, alarm information to Evidence Center
(9.8) Montage (9.8) Local direction files clip
(9.9) Search for (9.9) Local direction files search
(9.10) Local hard disk playback (9.10) Local HDD/SD card playback
(9.11) Local hard Clips (9.11) Local HDD/SD card clip
(9.12) Local hard drive search (9.12) Local HDD/SD card search
(9.13) Remote hard disk playback (9.13) Remote MDR recording files playback
(10) | Straight Preview (10.1) Video (10.1) Live view
(10.2) PTZ (10.2) PTZ control
(10.3) Straight Video (10.3) Live view record to local PC
(10.4) Device Format (10.4) MDR storage remote format
(10.5) Device remote parameter settings | (10.5) MDR parameters remote setting
(10.6) Equipment upgrades (10.6) MDR MCU/firmware remote upgrade
(11) | Automatic download N/A Auto download recording files
(12) | Report form N/A This feature is not supported with MDR 400 Series products
(13) | Batch upgrade (13.1) new task (13.1) New auto download task creating
equipment (13.2) update tasks (13.2) auto download task update
(13.3) delete tasks (13.3) auto download task delete
(13.4) upgrade report (13.4) MCU/firmware upgrade report
(13.5) Upload (13.5) MCU/firmware files upload to the server computer
(13.6) or terminate the task (13.6) execute or terminate upgrade task
(13.7) delete files (13.7) Delete MCU/firmware files
(13.8) add directory (13.8) Add MCU/firmware files storage file folder in server computer
(13.9) update the directory (13.9) Update MCU/firmware files storage file folder in server computer
(13.10) delete directories (13.10) Delete MCU/firmware files storage file folder from server computer
(14) | Evidence N/A This gives user accounts access to the Evidence Tab, see Evidence Icon
Figure 162.
(15) | Email Config N/A This gives you the ability to setup the Email Account Details, see Email
Configuration Figure 216.
(16) | Alarm Strategy N/A This gives you access to the Alarm Strategy settings found in the alarm
center, see Alarm Configuration Figure 181
(17) | Email Plan (17.1) Add (17.1) Add email setting to send some alarm information to somebody's
(17.2) Update email address
(17.3) Delete (17.2) Update email setting
(17.3) Delete email setting
(18) | Alarm (18.1) Handle Allow user account to manage alarm message (event), including LOCK

vehicle in map, turn on/off alert voice when new alarm happen, open
channel live view. Not including PUSH authority.
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6.6.5 User Information
To setup USER LOGIN accounts, see Creating New System Management

You Figure 204. These are the accounts that are used % Fleet Information | & Vehicle Information | #% MDR Information | B Role Permissions | & UserInformation | ) MDR Upgrade | =] Email Account Cenfiguration
to login into MDR-Dashboard 5.0. If a user has forgotten = Rols 2 Usrs

their password the system administrator has the access e + Add | — Deee | G Retreoles |

to reset their password. Passwords can be reset in this B s E-mall address Expiation Date

| Update | Delete User Test 1234

area. See Updating User Accounts Figure 205.

Creating New You Figure 204

JU— :
o v -
Passwrord: | RN * ot the modification)
— L
Expiration Date: _ﬂ (Empty for permanent validity)

Updating User Accounts Figure 205

6.6.6 MDR Upgrade

This area is used to setup BATCH (B8 Ratch upgrade equipment
UPGRADES for MDR units. [ Upgrade Document Management | € New Task | @) Delete Task | " Perform tasks | § Failure up again | % Cancellation task | 3¢ Terminate the task

B Operstion  TaskName  Task Types Plans to upgradetime Upgrade file name Upgrade total ~ The total number ¢ Percentage of mis:  Time
Click on Med— 10 Create

a new directory and upload the upgrade file. Catalogue Management Figure 206
See the Catalogue Management Figure 206.

Click {b New Direclm'y S Catalog Management

and type in a desired
name. See File Directory Figure 207. Select

B8 Upload flle

Add to

- :

Upload file

File directory: _Firmware v *

Catalog Management

st ey

@ Delete files Frmware

W Operstion File Directory Figure 207

Click Mebiiattll which will open the
window displayed in Upload File Figure 208.
The upgrade file must be located on the local
PC to si ecii the FILE DIRECTORY.

Click 225557 and choose your firmware,
once completed, the below window will show:

Upload File Figure 208

File has been uploaded successfully

Catalog Management

Selectihed.irectnry:v | BE ADl | ¢h New Directory | B Edit Directory | @ Remove directory | Kl Upload file |
@ Delete files

| ] Operation File directory Upgrade file name File Size(M) Uploaded

| ] Delete Firmware MDR-504 V231 _T170915.02 E0526 1898 2017-09-28 12:13:07

Catalogue Management List Figure 209

. New Tazk . . . . . B Batch uj e equipment
Click which will display the Batch Upgrade Equipment Figure 210 Sk pgrde stuipment
window. Add to

TASK NAME can be chosen by the user. All other details are chosen from drop- Task Name:

down lists comprised of the CATALOGUE LIST. See Catalogue Management Mandste: [ISE¥IST

List Figure 209. File directory:  [gUUNEIL]
L0 T RS SH VDR-504_W231_T170915.02_E0526

These upgrades can be done instantly or by appointment which is configured
using TASK TYPE. Task Types: [

The state of the upgrades can also be determined from this area. See Batch
Upgrade Queue Figure 211 and Successful Batch Upgrade Status Figure 214.

To begin the task, highlight the task and the click .

Batch Upgrade Equipment Figure 210
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System Management

%= Fleet Information | &3 Vehicle Information | #% MDR Information | B Role Permissions | & User Information | @ MDR Upgrade | ™1 Email Account Configuration
B8 State B2 Batch upgrade equipment

& Upgrade Document Management | € New Task | @ Delete Task | v Perform tasks | ¥ Failwe up agam | ** Cancellation task | %/ Terminate the task
Ban

Operation Task Name Task Types  Plans to upgrade time

Upgrade file name Upgrade total  The total number ¢ Percentage of mms:
Unfinished - Update | Delete Test Instant

- MDR-504_V231_T17091502 E0526 1 0

Time
0.00% 2017-09-28 14:31:38
Company vehichles struc License plate number Device Number Progress State Exror code Upgrade Time Last update time
v Completed Brigade MDRACH 007D000035 | Waitng quene |
(20 | Page of 1

Displaying 1 to 1 of 1 ftems

Batch Upgrade Queue Figure 211

System Management

g3 Fleet Information | &5 Vehicle Information | %, MDR Information | B3 Role Permissions | & UserInformation | @ MDR Upgrade |71 Email Account Configuration

B8 State £ Batch upgrade equipment

!'.Upgnde[}m:\mmnl ement | New Task | & Delete Task | v Perform tasks | Failure up agam | “ Cancellation task | # Terminate the task
=]
E Al
Operation Task Name Task Types  Plans to upgrade time

Upgrade file name Upgrade total ~ The total mumber « Percentage of mis:
[ Unfinished - Update | Delete Test Instant

- MDR-504 V231 T17091502 E0526 1 0

Time

0.00% 2017-09-28 143138
Company vehichles struc  License plate number Device Number Progress State Error code Upgrade Time Last update time

o e Brigade MDR4ACH 007DO00035 The upgrade fails Vision is same

(20 v | Page [ -f! Displaying 1 to 1 of 1 ftems
Batch Upgrade Failed Figure 212

System Management

%= Fleet Information | &5 Vehicle Information | % MDR Information | B8 Role Permissions | & User Information | @ MDR Upgrade | Email Account Configuration

B State &2 Batch upgrade equipment
ma & Upgrade Document Management | ¢ New Task | @ Delete Task | " Perform tasks | § Failure up again | % Cancellation task | % Terminate the task
. T @ Task Name T Pt e Upgrade ttal _ oo s Time
I Unfinished + [ Update | Delete Firmware2 Instant s MDR-504_V231_T170705.02_E0526 1 0

100.00% 2017-09-28 14:45:42
- Update | Delete Test3 Instant

MDR-504_V231_T170915.02_E0526 1 0 0.00% 2017-09-28 14:58:48

Progress State Exror code Upgrade Time Last update time
Brigade MDRACH 007D000035 Issued the upgrade was

successfil
(20| rose I 11

Completed
v ‘Company vehichles struc  License plate number Device Number

Displaying 1 to 1 of 1 items
MDR-Dashboard Successfully Issues Task Figure 213

System Management

Si= Fleet Information | & Vehicle Information | #% MDR Information | B3 Role Permissions | & UserInformation | @ MOR Upgrade |1 Email Account Configuration

B State 2 Batch upgrade equipment
- F& Upgrade Document Management | € New Task | @ Delete Task | " Perform tasks | ‘§ Faihure up again | * Cancellation task | % Terminate the task
| B Operation Task Name Task Types  Plans to uparade time
B Unfinished + W Update | Delete Firmware2 Tnstant

- Update | Delete Test3 Instant

Company vehichles struc - License plate rumber Device Number

Upgrade file name Upgrade total ~ The total number ¢ Percentage of mis:
- MDR-504_V231_T170705.02_E0526 1 0

MDR-504_V231_T170915.02_E0526 1 0

Time
100.00% 2017-09-28 14:45:42
0.00% 2017-09-28 14:58:48

Progress State Error code Upgrade Time Last update time

Brigade MDR4CH 007D000035 45.00% Upgrade package

download
Page [ of1

v Completed

Displaying 1 to 1 of 1 ftems
Successful Batch Upgrade Status Figure 214

CH2
28/09/2017 14:54:07 ()I ?}/]I’I,l ‘

Remote upgrade Dey

ote Upgrade Firmware Figure 21




6.6.7 Email Account Configuration
Only the SYSADIMIN account has privileges to access this area.

Under SYSTEM MANAGEMENT, browse to the EMAIL tab.
The SENDING server I[P must also be allowed to relay email.

It is advised to request your IT department to setup a Microsoft Exchange
account to be used. Ensure that this is named appropriately (MDR-
Dashboard 5.0) to ensure that email alerts are clearly understood.

Email testing can be completed in this area. This is achieved by entering
the email address recipient and then clicking the button. This
area is used to configure the following email settings:

Email Address

User name

SMTP host (Simple Mail Transfer Protocol)

Subject

Sender

Password

SMTP port

Encryption has the following: Not Encrypted, SSL (Secure Sockets
Layer) and TLS (Transport Layer Security)

YVVVVVVYYY

The configuration shown in Email Configuration Figure 216 may be used to
send email alerts. Alternatively, you may create your own email address
e.g. Companyl123@gmail.com.

Ensure your mail filtering has an exception to allow these emails through.
Usually emails take approximately 5 minutes to be delivered.

Email configuration should be tested before use.
To test your email configuration. Insert your email under RECIPIENTS
and click the TEST EMAIL button.

All emails are marked with high importance as you can see in Alarm Email
Notification Figure 217. The email will contain a “Test Success” message as
shown in Alarm Email Content Figure 218.

If the failure message (Execution failed!) shown in Email Failure Message
Figure 219 is displayed, then please confirm all details in Email
Configuration Figure 216 are correct.

Email alerts may be set up by ALARM QUERY

Tick Real-time or Once a day as shown in Alarm Notification Configuration
Figure 220.

The following details must be entered to use this feature:
» Email Send - can choose between Real-time or Once a day.
» Notification Time — Choose a time for once a day notifications.
» E=mail Address/s — enter multiple email addresses using a
comma (,) to separate them

Once the Alarm Notification Configuration Figure 220 has been completed
and OK has been clicked, the new alert will be added to the list shown in
Alarm Mail Figure 222.

An example of the email received when using Send real-time is shown in
Real-time Email Figure 221.

An example of the email received when using Once a day is shown in
Once a day Email Figure 223. Regularly send emails will contain alarm
reports in excel spreadsheet format

MDR Dashboard 5.0 < deshboardilgmail cont: 418 PM (23 hours go) IS

Longitude
51401773

Owned car group Speed | Alarm Type

Vehichs Registration Time
Brigade 2017-08-27 16:18:41 []

Alarm Description | Latitude
Video loss 3 0.245131

Real-time Email Figure 221

Email configuration

Referrmg to the mailbox operator to send E-mail daily lmit, reasonable allocation of e-mail,5 mimites Iater to take effect

B e ample @ company. com ERESEMIVDR Dashboard 5.0

mdr dashboard

£y .5l smtp gmail.com SMTP port Ela3

Subject MDR Alarms Encryption @y poq Oggr ®qpg

Save

‘Test Email

e

Email Configuration Figure 216

- MDR Dashboard 11:33
&larm !
Alarm Email Notification Figure 217
Alarm

WMDR Dashboard <mdr. I @9 ail.com>

© This message was sent with High importance.
= Tue 26/0142016 11:33

Test Success!

Alarm Email Content Figure 218

Prompt

Exec failed!

0Ok

Email Failure Message Figure 219

B Once aday Noifcation Time [T =

Use commas to separate email

Alarm Mail Figure 222

MDR Deshboard 5.0 <mid dashzcard@gmail com @ 115 PM (G minutes 2g0] . -

tome =

Vehiche Registration Owned car group Time Speed  Alarm Type Alarm Description Latitude Longitude
MDRACH Brigade 2017-09-28 16:12:38 0 Video loss 3 51.402501 0.245408
WORSCH Srigade TGS | 0 Videoloss 3 61402681 | 0246400
oRACH arigads 00eam 0552 | 0 videolons a siaass | omsiis
WORACH Brigade TEWOEETT | 0| Vidswloss s sta017rs |0 2kesn
WORSCH arigade 2070828005036 | 0 widenloss a sa0irrs | o akeian
MDRACH Brigade 2017-09-28 09:46:23 0 Video loss 3 51.401773 0.245131
WoRCH arigade wiTosavsazi | 0 Wieesioss a sairs | ot
MDRACH Brigade 2017-09-28 09:42:21 0 Video loas 3 51.401773 0.245131
MDRACH Brigade. 2017-08-27 16:18:41 0 Video loss 3 51.401773 0.245131

B Ao
e
o

4

Once a day Email Figure 223
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7 Mobile Apps

MDR 5.0 is a free mobile application, available for both Android and iOS operating systems. The MDR 5.0 application has the following

features:
»  Live View
»  Map positions of MDRs (MDR must have GPS connected and locked signal)
» Remote Snapshot one channel at a time - saved to local device

7.1 i0S App

7.1.1 iOS App Requirements

Table 16: Minimum requirements for MDR 5.0 to run on iOS

DEVICE MINIMUM REQUIREMENTS
iPhone iPhone 5
i0S 9.0
iPad iPad 3
i0S 9.0
iPad mini No Requirement
iPad Pro Currently not supported

7.1.2 iOS App Installation
On four Apple device, go to the App Store.

Search for “Brigade Electronics” or “MDR
5.0".

Click the DOWNLOAD button to begin
the installation.

BRIGADE

MDR 5.0

The app will then begin to install. The
progress will be shown.

Once the installation has completed, click
the OPEN button.

In the next window, click @K to allow MDR
5.0 to send you notifications, this is a
generic request.

The login window will be displayed, see
iOS App Login Figure 224. These login

details correspond to MDR-Dashboard 5.0 . —
login details. iOS App Login Figure 224

It is advised to create User accounts (in
MDR-Dashboard 5.0 System Management
Area) for MDR 5.0 app logins so this can
be tracked in the MDR-Dashboard 5.0
Alarm processing area.

7.1.3 iOS App Operation

Depending on the MDR features and
location, you can connect to an MDR
Mobile Network Server or an MDR Wi-Fi
Server.

If MDR Center Server 1 and/or Center
Server 2 are connected, then this MDR wiill
be available in the mobile application.

Tap the application icon as shown in
Application Icon Figure 226.

The iPhone login screen is then displayed
as shown.

Application Icon Figure 226

iOS Map View Figure 227

Login Advance Setting Figure 225

iOS Group List Figure 228
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To log into the Mobile Network server,
ensure the mobile device is connected to
the internet using its mobile network.

Type in the Mobile Network server address
(public IP address of the firewall) into MDR
5.0 e.g. 12.345.6.78.

To log into the Wi-Fi server, ensure the
device is connected to the SAME Wi-Fi
network that the MDR Server and MDR unit
is connected to.

Type in the Wi-Fi server address in MDR
5.0, e.g. 192.168.1.14.

The USER by default is admin and the
PASSWORD by default is admin. Brigade
does NOT recommend using LOGIN
AUTOMATICALLY if there are several
servers available. -

iOS Map sub-menu Figure 229 iOS Remote Snapshot Figure 230

Note: When connecting to the Wi-Fi server,
if the Wi-Fi network does not have
internet access then the map function
will appear blank. The Wi-Fi router
may be configured to have internet
access if necessary, please contact
your IT department.

Once logged in you will be presented with
the MAP window.

Tap on VEHICLE to bring up the GROUP
list as shown in iOS Groui List Figure 228.

The blue icon represents the fleet
group (company name). This can be
collapsed or expanded. The green icon

reiresents online vehicles. The grey
icons represent offline vehicles.

L3
iOS Alarm Log Figure 232

If a tick box under GROUP is ticked then
that vehicle will be shown on the map.

To exit the GROUP list, tap on VEHICLE.
See iOS Group List Figure 228.

Tapping on an MDR will bring up the map
sub-menu.

Online vehicles are depicted by green icons
A and offline vehicles are depicted by grey
icons @ .

The map menu can be used to access Live

video from an online MDR (iOS Map View
Figure 227).

a
iOS Alarm Log Filter 233

o
i0S Settings Figure 234

To access SETTING you must be on the MAP window. Tap the gear icon will to open the menu:

Server displays the IP address the app is connected to.

Username displays the currently logged in user.

Speed Unit controls the speed unit shown within the app, this can be mph or km/h.

Auto-Logout |ogs out the user after 5 minutes.

Alarm Center displays current alarms in the alarm log. Maximum is 30 alarms.

Auto-Close Video will automatically close open video channels. This helps saves data. The options are 1, 5 and 10 minutes.

Version displays the app version details.
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7.2 Android App

7.2.1 Android App Requirements

Table 17: The minimum requirements below are for MDR 5.0 to run on Android

DEVICE

MINIMUM REQUIREMENTS

Android Phone

Android 4.0 (Ice Cream Sandwich)
Screen Resolution of 720P
Screen Size of 4 inch

Android Tablet

Android 4.0 (Ice Cream Sandwich)
Screen Resolution of 720P

7.2.2 Android App Installation

Open the Google Play Store App

Search for “Brigade Electronics” or “MDR
5.0"

Tap the MDR 5.0 app. Click the INSTALL
button.

Click the ACCEPT button to allow the app
access to the required device areas.

The app will then begin to install. The
progress will be shown.

Once the installation has been completed.
Click the OPEN button.

The login window will be displayed. These
login details correspond to MDR-
Dashboard 5.0 login details.

It is advised to create User accounts (in
MDR-Dashboard 5.0 System Management
Area) for MDR 5.0 app logins so this can be
tracked in the MDR-Dashboard Alarm
processing area.

7.2.3  Android App Operation

Depending on the MDR features and location,
you can connect to a MDR Mobile Network
Server or MDR Wi-Fi Server.

If an MDR states that Center Servers 1 and 2
are connected then this MDR will be available
in the mobile application.

Tap the application icon as shown in
Application Icon Figure 237.

The start-up screen will be displayed.

The Android login screen is then displayed as
shown in Android Login Figure 238.

To log into the Mobile Network server, ensure
the mobile device is connected to the internet
using its mobile network.

Type in the Mobile Network server address
(public IP address of the firewall) into MDR
5.0 e.g. 12.345.6.78.

|BRIGADE

MDR 5.0
Application Icon Figure 237

Start-up Screen Figure 235

[BRiGADE]
MDR 5.0

CANCEL

[BRiGADE]
MDR 5.0

Brigade

CANCEL

Android Login Figure 238

Advance Setting

Name Brigade Test

Server Address

CANCEL

Login Advance Setting Figure 236
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Android Map View Figure 239




To log into the Wi-Fi server, ensure the device Konica) Map &
is connected to the SAME Wi-Fi network that

Vehicles List

the MDR Server and MDR unit is connected ok 3
to. Nomr:’gham Brigade (2/4)
Type in the Wi-Fi server address in MDR 5.0, Lelcsstes Petetborough Norich Eng Vehicle Testing (0/1)
e.g. 192.168.1.14. NGLAND
Cambridge LV58GYU4CH
The USER by default is admin and the X eshich
PASSWORD by default is admin. Brigade T Sy o ST
does not recommend using LOGIN s Lon.,.,"f%“ Sionece
AUTOMATICALLY if there are several Bty Q .
servers available. m e - JT-Rack
- Calais °

Note: When connecting to the Wi-Fi server, if T argon -~

the Wi-Fi network does not have aagPor =

internet access then the map function

will appear blank. The Wi-Fi network oo

may be configured to have internet g Amens

access if necessary, please contact

your IT department. 3 Letave 1 pouen

oogle

The operation of the Android application MDR
5.0 is explained in the above section 7.1 iOS
App. Android Map Alarm Figure 240 Android Cars List Figure 241

See Android Settings Figure 244, Android
Snapshot Options Figure 245, Android Video
Window Figure 247 and Android Settings
Figure 248 for examples of Android
application windows.

MDRBCH

MDR4CH

MDR8CH

PROCESS 0Mph oo

2017-10-16 10:15:46
MDRBCH

PROCESS (s

PROCESS

exteyheath
Video Snapshot Address
MDRBCH MDRBCH Ll

PROCESS PROCESS

The Mills Industrial Estate, Station Rd,
South Darenth, Dartford DA4 98D,
UKSouth Darenth,England,United

Kingdom =
Istead Rise

Swanley 7 Longfield

Crockenhill
New Ash Meophi
= Eynsford ks
sfield
oo

Stansted

Aalstead | Shoreham Vigo Village
Otford
Wrotham
faas Wrotham
Google Borough ~ Heath

(] A

a
Android Alarm Log Figure 242

Android Alarm Log Filter Figure 243 Android Settings Figure 244

Further examples of typical android windows
are shown Android Snapshot Save Figure 246
onwards.

Android MDR 5.0 has an additional feature,
which is channel zoom.
Open a single channel in full screen. MDR4CH MDR4CH

To view a channel area in greater detail, use
two fingers in a pinch to zoom manner.

Push outwards to zoom in on a point and
inwards to zoom out.

shot
Snepeho Cancel

Android Snapshot Options Figure 245 Android Snapshot Save Figure 246



Server IP Address displays the IP = 9

address the app is connected to.
Server IP Address

Username displays the currently logged in
user. Username

Speed Unit controls the speed unit shown Speed Unit Mgh
within the app, this can be mph or km/h.
: Auto-Logout (

Auto-Logout logs out the user after 5

minutes. 3 - Alarm Center [ @
Alarm Center displays current alarms in ' e e, «
the alarm log. Maximum is 30 alarms.

. . Auto-Close Video in: TMinute
Auto-Close Video will automatically close

open video channels. This helps saves data.
The options are 1, 5 and 10 minutes.

Sound Alert

Sound Alert controls whether an audible Push

alert is played for push notifications. Version

MORS0(1.21) 20171011

Push displays push notifications from the ¢ m1om2 m3om4 o
MDR app, if it is running in the background. . 2 . A

(phones natification bar, usually top bar).
Android Video Window Figure 247 Android Settings Figure 248

Version displays the app version details.



8 MDR Server 5.0 Advanced Features

8.1 Database Backup and Restore

When completing database backups and restorations please read
the warnings below:

(1) Do not operate the system and ensure there is no
power cut during backing up or restoring data.

(2) If abackup or restoration operation fails, please attempt
to do it again. If it fails once more, please contact
Brigade Technical Support.

Backup:

(1) Backup only includes basic information of the vehicle
system, such as fleet/group information, device
information and driver information.

(2) Backup data includes basic data, such as GPS data
and alarm information.

Restore:

(1) When restoring data from older MDR Server versions to
newer versions, it will only restore the basic information,
such as vehicle groups and device information.

(2) Restoring using the same MDR Server versions, it will
restore both basic data and configuration items.

(3) To restore the GPS and alarm data from older MDR
Server version to newer versions, use the Data
Migration Tool.

8.1.1 Database Backup

Follow the below steps to create a database backup:

Brigade recommends backup processes to be completed
after hours when the MDR Server will not be used.

Click BACKUP, a windows file explorer will open.

Choose the storage location for the backup.

Brigade recommends creating a folder on your desktop with
the creation date of the backup.

Click SAVE, the backup progress bar will now be displayed.
The period for each backup differs, this is based on content,
size etc.

Once the backup has been completed successfully, a
prompt will be shown stating, “Data Backup success”.

v

YV YV VVV

Typical Structure of an MDR Server backup is shown below. This
must not be manipulated in any way. It could render the backup
unusable.

ag Database Backup and Restore \;IE-

such as GPS data and alarm information. |~
RESTORE:

1. When restoring data from older MDR
Server versions to newer versions, it
will only restore the basic
information, such as vehicle groups and
device information.

2. Restoring using the same MDR
Server versions, will restore both
basic data and configuration items.

3. To restore the GPS and alarm data
from older MDR Server versions to newer
versions, use the Data Migration Tool.

BACKUP RESTORE

Status: [N 15%
Backup Progress Bar Figure 251

Database Backup and Restore \L‘E-

1.
the
or
2.
fai
If
Tec
BAC

inf
as
inf

Status:

WARNING: ~

1.

2.

Do not operate the system and ensure
re is no power cut during backing up
restoring data.

If a backup or restore operation

ls, please attempt to do it again.
it fails once more, please contact
hnical Support.

KUP:

Backup only includes basic
ormation of the wehicle system, such
fleet/group information, device
ormation and driver information.
Backup data includes basic data,

BACKUF RESTORE

¢ Favorites
B Desktop
& Downloads

| Recent places

18 This PC
J Desktop
Docurnents
& Downloads
B Music
& Pictures
B Videos
& Local Disk (C)

Database Backup and Restore Figure 249

Save As -

1 B Desktop » v ¢ a + »

Organize ~  New folder = r W

ja?, Administrator ‘L This PC

Libraries Network

=

a ;Z 3 Control Panel

MDR-Dashboard 5.0

Recycle Bin

= [ L8Y ﬁ'

R
g
Ll

MOR-Player 5.0
hortrut
#icape 1.05KB

131348411742125708 ] 131504639395539903

File name: | 13

1504639305539903

Saveastype:

# Hide Folders

Backup Define Path Figure 250

Data Backup success!

Successful Backup Figure 252

131504639395539903 »

RAE

Name

EvidenceData

mongodb_3.2

VideoData
131504639757829914-2.2.2.0.09.5q1
manifest_2.2.2.0.09

©

Date modified

21/09/2017 11:39
21/09/2017 11:39
21/09/2017 11:39
21/09/2017 11:39
19/09/2017 17:59

Type Size

File folder
File folder
File folder
SQLFile 1,163 KB
XML Document 16 KB

Structure of Backup Folder Figure 253
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8.1.2 Database Restore
Follow the below steps to restore a database:

»  Brigade recommends restore processes to be completed after

hours when the MDR Server will not be used.

» Click RESTORE, a windows file explorer will open.

»  Choose the location of your restoration file.

»  Click OK, the restoration progress bar will now be displayed.

»  The period for each restoration differs, this is based on
content, size etc.

»  Once the restoration has been completed successfully, a

prompt will be shown stating, “Data Backup success”.
» If you are already logged into MDR-Dashboard 5.0, you will

need to logout and login with the restored MDR Server details.

You should now see the restored data fleet structure within
MDR-Dashboard 5.0.

A\

BE |

L= Database Backup and Restore

such as GPS data and alarm information.
RESTORE :

1. When restoring data from older MDR
Server versions to newer versions, it
will only restore the basic
information, such as vehicle groups and
device information.

2. Restoring using the same MDR
Server versions, will restore both
basic data and configuration items.

3. To restore the GPS and alarm data
from older MDR Server versions to newer
versions, use the Data Migration Tool.

BACKUP RESTORE

status: [ 15%
Restoration Progress Bar Figure 255

8.2 Database Repair Tool

This repair tool should only be used after hours, when the MDR
Server is not in use. It is used to repair the mongodb service.

If the mongodb service does not start running, this tool can be used
to attempt to start this service.

This tool can only be run if MDR Server control is closed. Using this
tool will force the mongodb service to stop and then start.

Do not use this tool if it is not needed.

8.3 MDR Server Control

MDR Server Control is mainly used to check the status of services.
It does have several other features that are discussed in further
detail below.

Configure is used to set the MDR Server Control to autorun.
This means that whenever the Windows Server is restarted, MDR
Server will automatically run on start-up. The message server can
also be configured here. By default, it is 127.0.0.1. This should not
be changed.

Install Server is used to install or uninstall a service. You can
choose a specific service or all services.

b= Librari

I 55 Contr
8 Recyc
2 13150

b Softy

Browse For Folder

b A& Administrator
I /M This PC

es

I €l Network

ol Panel
le Bin

8873

3 Backups

are

‘ Make New Folder | OK

Cancel

Restore Define Path Figure 254

Data Backup success!

Successful Restore Figure 256

Database Repair tool

%862 MDR Server 5.@“mongodbrecho off
(x86>\MDR Server 5.8\mongodbhdatasdbsmongod.lock™;
%86>MDR Server 5.@\mongodb:data“db mongod.leck

he process cannot acc
nd exeute success
ss any key to continue . .

the file hecause it is heing used by another precess.

Database Repair Tool Figure 257

LL] MDR Server Control
Configure Install server Settings Help
Control
Start All Services Stop All Services ‘
Server name Status Description
%Sewer Control Running
lelessage Service Running =
%Transmrt Service Running
%\u’-.‘(ilvlssmrages Running
F'}‘v‘-.'CIvISRest Running
P WCMSWebCenterSe... Running
B Apache Running
anngndb Running
%MunguDBJ,Z Running
QADS Running v
< m >
Current Status
Service Status
No server selected.

MDR Server Control Figure 258
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8.3.1 Message Logs

Double-clicking Message Serxvice will open the message logs window. The client list will show MDR-Dashboard and MDR apps that are
currently connected to MDR Server. Device list shows the MDR units that are currently connected to MDR Server.

b Message Logs =8 -

Client list Device List

Oniine _ MDR Server IP Time. on... | Device ID | Device IP | Vehicle R... | Time |
Yes  127.0.0.1:52731 14:53:58 Yes 007D000... 192.168.14.189:... MDR4CH 06:01:37
Yes  127.0.0.1:44639 06:06:06 Yes 00880039... 192.168.14.221:... q 06:01:36
Yes 127.0.0.1:4461 06:04:58
Yes  127.0.0.1:44610 06:04:58
Yes 127.0.0.1:44509 08:02:17
Yes 127.0.0.1:44502 06:01:57
Yes 127.0.0.1:44472 06:01:04
Yes  127.0.0.1:44471 06:01:04
Yes 127.0.0.1:44466 06:00:54
Yes 127.0.0.1:44465 06:00:54
Yes 127.0.0.1:44462 06:00:48
Yes  127.0.0.1:44452 06:00:43

12 Clients Online | 2 Vehicles Online
Message Logs Figure 259
8.3.2 Video Monitoring Tool
Click Settings on the MDR Server control window then video & Video Monitoring Tool 4 connections] [=lo .

monitoring tool to access it. Alternatively, double-clicking the
Transmit Service will open the video monitoring tool.

The Video monitoring tools can be used to monitor MDR/client
connections to MDR Server. Network speeds can also be
monitored within this tool.

O Video ing Tool [4 —[o
Server Monitor  Help
Connection Info | Log Info | Statistics Info | Overview |
List of MOR(4) List of User(4) vV Aluser
D | Name 3 Channel D | Name [ Channel
15... 007D000035 dns:007D000... 1 6 192,168.14.12... 192.168.14.... 1
19... 007D000035 dns:007D000... 2 5 192.168.14.12. 192.168.14.... 2
19... 0070000035 ns:007D000... 3 4 1921681412 192.168.14.. 3
15... 007D000035 dns:007D000. 4 3 192.168.14. 192.168.14.... 4

Connection Information Figure 260

(mg Video Monitoring Tool [4 connections]
Server Monitor  Help

Server Monitor  Help

Connection Info Log Info | statstcs Info | Overview |

Time Content
17/09/21 15:48:53  Monitor The Success of Connected Services!

Time Client Name MDR Name MOR ... | Content Client IP

Log Information Figure 261

(i Video Monitoring Tool [4 connections]
Server Monitor  Help

Connection Info | LogInfo  Statistics Info | overview |
Record of MDR network speed

Currently:180.97KB/S
Record of dient network speed

Currently:170.29KB/S

Record of total network speed

Currently:351.26KB/S

Record of CPU Record of Memory

CPU:21% Service Process:0%

Currently:1470172KB

Statistics Information Figure 262

Connection Info | Log Info | Statistics Info  Overview |

Connection Speed

Clent Comn: 4 Client Speed200,48 Bytes/s
MDR Coon: 4 Dvr Speed: 0.2 Bytes/s
Total Conn: 8 Total 3717.3 Dyteshs
Network

Interface Name Microsoft Hyper-V Network Adz

Type 6

1P Address 192.168,14.193

Subet Mask 255.255.255.0

Mac Address 00:15:50:06:31:04

Gateway 192.168,14.254

PrimaryWinsServer N/A

DHCP 192.168.14.52

Overview Figure 263

Transmit Service Setup

® [127000
Cancel

Transmit Service Setup Figure 264
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8.3.3 License Tool

This tool is currently unused. Future
purposes will be internal only
(Brigade).

Follow the steps below to complete
unlimited licensing:

Select Registration Type
Registration Type

B E—

Registration Type

oK I Cancel ‘

License Tool Type Figure 265

» Click Settings on the MDR
Server control window then
license tool to access it

»  Choose DVRRMS and click
OK.

»  Take note of the Machine code
- 203104.

»  Submit this code to a Brigade
engineer.

»  Brigade engineer will create a
registration code

» Once you have received the v
registration code, type in
“11111111” into PRODUCT
SERIAL NUMBER.

»  Click NEXT then enter the
registration code you received
from a Brigade engineer.

»  Click REGISTER to start the

registration process.

Close

42

Registration Information

Welcome to the registration procedures of MDR
Registration Step 1

The machine code is203105
Please enter your machine code and serial number to get registration code

Machine code 203105

Product Serial Number 11111111

Next

8.4 Port Configuration Tool

Port configuration tool is used mainly to
manage an MDR Server’s ports and IP
address.

Speed and temperature units can also be
changed within this tool.

Brigade recommends to not change any of
these ports unless these ports are already
being used by another software.

GPS data that is uploaded to the server can
be retained for a defined period.

8.5 Restart Database Service

L] Welcome to the registration procedures of MDR

Registration Step 1
The machine code 5203104
Please enter your machine code and serial number to get registration code

Registration Information

Machine code 203104

Product Serial Number |

Close

License Registration Figure 266

® Welcome to the registration procedures of MDR

@

Registration Information

Registration Step 2
Please enter your serial number

Registration code

Close Retumn

Product Serial Number Figure 267 Figure 268
i Network Configuration Tool I;IE-
client related config Unit
Cluster (Single) Server Ip: 0.0.0.0
speed mph =
Balance Server Port: 7264
Transmit Server Port: 17891 R j’
Client Access Server Port: 12020 Database related config
Black Box Data Query Port: [12[]4[\ Database Port: | 3306
GPS Data Query Port: 12041
gps save days
WebSite Port:
LA 12055 Save Days: [120
Playback Server Port: ‘ 12045
Evidence center
Proxy Server Client Data Port: | 12050
Port:
Proxy Server Device Data Port: [12!]51 ° 12068
FTP
Sever Port: |21
device related config
Device Access Server Port: 5556 Upgrade Port:  from 3001 to 3100
X7 And X3 Streaming media Server IP: 192.168.14.193 X3 Streaming media Server Port: 12001
X7 Streaming media Server Port: 12092
Refresh Settings|  Save Config Exit

Port Configurat

ion Tool Figure 269

This tool is used to restart all services related to the database. Brigade recommends using this tool after hours only, as this does stop

several services.

u | Restart Database Service

The MongoDB_3.2 service was stopped successfully.
Kusten crror 189 has occurred.
he pipe has been ended.

he WCHMS48_Apache service

The MongoDB_3.2 service

pipe has been ended.

WCMS48_Apache
HWCHS4@_Apache

CMS_MySql s
CHS MySal

CHS_MySql
CHS MySql

ruice is

Restart Database Service Figure 270

Restart Database Service

was stopped successfully.

[Bystem error 109 has occurred.

topping. ..
topped successfully.

stopping. .
stopped successfully.

arting.
tarted successfully.

WCMS48_Apache service is starting.

Restart Database Service Progress Figure 271
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9 Appendices

9.1 Video Quality Table

Using Brigade’s Resource calculator, the below tables have been compiled. Please note the following:
The values below are for reference only
»  Streaming bandwidth can vary considerably according to the level of variations in the image. Static images are more efficiently
compressed than dynamic ones
»  Frame rates are assumed to be set to maximum which is 25fps for PAL and 30fps for NTSC

Quality level 1 (Highest) 2 3 4 5 6 7 8 (Lowest)
Video Streaming Data D1 (Highest) 2048 1536 1230 1024 900 800 720 640
Rate (Kbps) depending HD1 1280 960 768 640 560 500 450 400
on resolution CIF (Lowest) 800 600 480 400 350 312 280 250

9.2 Normal/ Alarm Recording Parameters

Warning: The values shown below are for reference only.

The table below summarises typical recording sizes for 1 channel at different qualities and resolutions for a one-hour duration:

Quality level 1 8
(Highest) 2 3 4 5 6 7 (Lowest)
Recording data size (MB | D1 (Highest) 900 675 540 450 395 351 316 281
per hour) depending on HD1 562 422 337 281 246 219 198 176
resolution CIF (Lowest) 351 264 211 176 153 137 123 110

The following table is valid for both the MDR-504xx-500 using all 4 channels and MDR-508xx-1000 using all 8 channels. It illustrates
approximate HDD recording times in hours:

Quality level 1 (Highest) 2 3 4 5 6 7 8 (Lowest) fps
Recording Time onto . 12 (8CH)
HDD (hours) depending D1 (Highest) 101 160 231 299 367 425 481 539 25 (4CH)
on resolution HD1 145 204 272 340 408 466 522 580 25
CIF (Lowest) 199 326 435 544 652 746 837 932 25

9.3 Sub-Stream Recording Parameters

The following table is valid for both the MDR-404xx-500 using all 4 channels and MDR-408xx-1000 using all 8 channels. It illustrates
approximate SD recording times in hours at CIF resolution and different frame rates. Ranges of frame rates are controlled by the sub-stream
bandwidth.

Note: Sub-stream and Mainstream recording onto SD card has resource limitations, the maximum bitrate is 12Mbps.

Bandwidth 4096 Kbps 3200 Kbps 1500 Kbps 500 Kbps
25 fps (fastest) 12
Recording Time 20 fps 15
onto SD (hours) 15 fps 20
depending on 10 fps 29
frame rate 5 fps 60
1 fps (slowest) 305

Please calculate using the following steps:

PAL: Actual Bit Rate = Actual framerate / 25 * Bit Rate (Full framerate) * transfer ratio
Transfer Ratio: Framerate (1-5):1.4; Framerate (6-11):1.3; Framerate (12-17):1.2; Framerate (18-22):1.1; Framerate (23-25):1.0

NTSC: Actual Bit Rate = Actual framerate / 30 * Bit Rate (Full framerate) * transfer ratio
Transfer Ratio: Framerate (1-6):1.4; Framerate (7-14):1.3; Framerate (15-21):1.2; Framerate (22-27):1.1; Framerate (28-30):1.0
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10 Troubleshooting

10.1 Mobile Network and Wi-Fi Troubleshooting

This chapter discusses various problem scenarios and their resolutions. This is not limited to the list below.

# SCENARIO SCREENSHOT RESOLUTION

1) Unable to connect to 1. Check if you are connected to the MDR Server Wi-Fi
my Wi-Fi Server network

2. Check your login details
3. Check if the Wi-Fi Windows Server is on
4. Confirm all services are running in the MDR Server
Failed to connectto server! software
2) MDR shows offline Q — 1. Check if the MDR is out of network coverage 2. Confirm
e the MDR Network settings
B %5 Brigade (3/4) 2. Check if the Server status window indicates it is online
&= Eng Vehicle Testing (1/1) 3. Confirm SERIAL NUMBER (in MDR-Dashboard settings)
= SERIAL NUMBER (in MDR unit settings).

3) Able to connect to BR'GADEW 1. Check if Transmit service is running in MDR Server
MDR, but cannot see MDR-Dachioars 50 . - 2. First attempt to stop and restart the service using the
Live Video in MDR- = e MDR Server control window
Dashboard = = 3. Ifitis not running, obtain the new license file. Go to

a G e FuoRcn2 http://brigade-electronics.com/ to obtain this file.
8 B Brigade (11 LIC_DVRGTSERVICE. Copy this file to the following
path C:\Program Files (x86)\MDR
S Server\TransmitServer. Ensure the existing file is
overwritten
4. Check network speeds, low speeds will result in video
loading issues

(4) MDR Dial Status says 2017-08-22 System Info 1. Check if your SIM Data has been activated
Failed Dial Up 2. Confirm the APN settings in the MDR are correct

Mob Net WiH ars

Connection Type WCOMA

Module Status Detected

SIM Status SIM Available

Dial Statu: Failed Dial Up

Signal Level "l (-111dBm)

0000

Environment 867377021256445
(——

5) All Features in MDR Server 5.0 2.2.2.0.09 1. Ensure that the MDR Server SW has been installed and
Dashboard work apart The server port configuration b S the Public IP address has been used as its IP during the
from Live Video “‘- installation process.

P P — 2. If this was not done correctly, uninstall the SW, restart
if the default port is used. please change it to another. the WII’]dOWS Server and re—ll’]Sta“ the SW USII’]g the
correct IP.
MessagePort =
VideoPort | 12091
02 [152188 14153
Back Ned> | [ Cancel |
(6) MDR Server services n MDR Server Control 1. Uninstall MDR Server
refuse to start “(;:ml S R s 2. Install the latest Microsoft .NET Framework from the
Start All Services Stop All Services ‘ fOIIOWIng WebSIte
https://www.microsoft.com/net/download
B eerve o o S < This installation will replace any current .NET installation
@Hessage Service  Running = automatically
b il 3. Re-install MDR Server
:g:}g:ﬁ;“‘h( s 00 4. Run MDR Server as administrator.
B Apache Running
PPmongodb Running
$MongoDB_3.2 Running
BPADS Running
Current Status
Service Status
No server selected.
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http://brigade-electronics.com/
https://www.microsoft.com/net/download

SCENARIO

@)

| can only view certain
channels in Live View,
but I know | have 4/8
cameras

SCREENSHOT

Serml Nmiher: TNFRTREERE]
Vehucle Regutraton: [TTTTam

MDR Type:

Comuel e gy Y W)
sm.m

®)

Live View and
Playback functions do
not work

9)

MDR Server is not
running all services

Favorites
B Oeskacp

8 Downloads

4 Recent places

& This PC
i Desktop
Documents

& Downlosds

i Local sk (C)
8 OVD Drive (D) IRS.S
ca Ot ®)

g Network

DRS v

ol e 70 A ,

fvent Malntena

RESOLUTION

1. In MDR-Dashboard 5.0 ensure the number of channels

are set correctly — system manage > MDR information.

1. Ensure that the Media Server Port and MDR Server Port

on the MDR hardware is correct

Start Server
Stop Server
About..

Bt

Administrator & &

tion Taok MDR Server

n MDR Server Control Properties

Securty Detais
Geed [ Shosas

Preves Verscns
Compatbity

¥ ths program nt wosing comecty on this verson of Wendons.
try rarving the compatibity roubleshodter

% Database Repair tool

Computbity mode
R the program i comatiblty mode for

Settrgs
Reduoed color mode

R n 640 490 screen resckaion
Disstie daplay scaing on hih P setings
(V1 this program a5 an admnisator

Crange settings for sl uses

oK Cancel Aosty

. This applies if the server is connected to a Domain and

the local PC account is not being used

. MDR server requires administrative rights.
. Close the MDR-Server Control software by right clicking

the MDR Server Control Taskbar tray icon > Exit

. Click start, right click MDR-Server control > click Open

file location

. Right click MDR Server Control > click properties > go to

compatibility tab > tick Run this program and
administrator > click ok.

. Now open the MDR server control again. You should see

all services connected again.
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10.2 Wi-Fi MDR Status Troubleshooting

#

WI-FI STATUS

@

Wi-Fi Enable:
OFF

@

Wi-Fi Enable:
ON

©)

Built-in Wi-Fi
Status:
CONNECTING

4)

Built-in Wi-Fi
Status:
CONNECTION
FAILED

®)

IP Address:
192.168.14.240

miCnt

miCnt

Mob Net

SCREENSHOT

INALERFBICTA

latu Not Detected

Built-in W

Detected

SIM Not Detected

EXPLANATION

Wi-Fi is disabled in the MDR
OSD Menu, this will mean the
Wi-Fi tab in Sys Info will
disappear

Wi-Fi is enabled in the MDR
OSD Menu.

Requires SSID, Encryption and
Password.

Access point details have just
been entered, attempting to
connect

Status keeps switching between
connecting and connection
failed for an incorrect password

SSID or Encryption has been
entered wrong

Successfully obtained an IP
address from network — confirms
that there is proper connection
to the network

60




10.3 Mobile Network MDR Status Troubleshooting

# MOB. NET. STATUS

1) Mob Net Enable: OFF ol B

2) Mob Net Enable: ON

3) SIM Status: SIM NOT
DETECTED

4) Dial Status: FAILED
DIAL UP

5) Dial Status: UNKNOWN
ERROR

(6) Dial Status: DIALLED
UpP

() IP Address: 10.14.33.5

(8) Signal Level

SCREENSHOT
Fo A TR o

smutCotelle 1P Addres

SmntCatelle MAC Addre

Detected

$IM Not Detected

EXPLANATION

Mobile network is disabled in
the MDR OSD Menu, this

will mean the mobile network
tab in Sys Info will disappear

Mob Net is enabled in the
MDR OSD Menu.

Requires Network Type,
APN, Username, Password,
Access Number and
Certification.

No SIM card has been
inserted in the MDR unit

Incorrect Network Type,
APN, Username, Password,
Access Number and
Certification.

Incorrect Network Type,
APN, Username, Password,
Access Number and
Certification.

Dialled successfully and
connected to a mobile
network provider

Successfully obtained IP
from a mobile network
provider

Orange dot indicates that the
mobile network antenna is
not physically connected to
the MDR antenna connector.
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10.4 GPS MDR Status Troubleshooting

# GPS STATUS SCREENSHOT EXPLANATION
1) GPS Status: 2017:08-22 Systerm Inf Has not detected the GPS module
NOT
DETECTED PSR on
2) GPS Status: oM Sistas GPS Satellite Count being blank
DETECTED S Satlie Count indicates that the GPS antenna is not
physically connected to the MDR
antenna connector.
3) GPS Satellite 1017:08-22 System Info GPS has valid signal and locked onto its
Count; 1-24 position, the higher the value the better
(4) Speed: 0 MPH itz i GPS has valid signal and locked onto its
e position, speed is 0 for a stationary
GPS Satellite Count 12 vehicle
Approvals
CE
UNECE Regulation No. 10 Revision 5 (“E-marking”)
FCC
IC

Brigade Electronics
MDR-504xx-500/
MDR-508xx-1000

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

Any change or modifications not expressly approved by the responsible party responsible for compliance could void the user’s authority to
operate the equipment.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to
operate this equipment. This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device
may not cause harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired
operation. For products available in the US and Canadian markets, only channels 1~11 are available. You cannot select other channels. This
device and its antennas must not be co-located or operated in conjunction with any other antenna or transmitter except in accordance with FCC
multi-transmitter product procedures. This device operates in the ~2.4GHz frequency range. It is restricted to indoor environments only.

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject to the following two conditions: (1) this device
may not cause interference, and (2) this device must accept any interference, including interference that may cause undesired operation of the
device. For products available in the US and Canadian markets, only channels 1~11 are available. You cannot select other channels. This
device and its antennas must not be co-located or operated in conjunction with any other antenna or transmitter except in accordance with IC
multi-transmitter product procedures. This device may automatically discontinue transmission if there is no information to transmit, or an
operational failure. Note that this is not intended to prohibit the transmission of control or signalling information or the use of repetitive codes
where required by the technology. To reduce potential for harmful interference to co-channel mobile satellite systems, this device operates in
the 5150-5250 MHz band, and is for indoor use only.
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11 EU Declaration of Conformity

Product Types:
Brigade Mobile Digital Recorder MDR-504GW-500, MDR-504GW-XXXX(XXX), MDR-504G-XXXX(XXX), MDR-504W-XXXX(XXX), MDR-504-
XXXX(XXX), MDR-508GW-500, MDR-508GW-XXXX(XXX), MDR-508G-XXXX(XXX), MDR-508W-XXXX(XXX) and MDR-508-XXXX(XXX)

Manufacturer:
Brigade House, The Mills, Station Road, South Darenth, DA4 9BD, UK

This declaration of conformity is issued under the sole responsibility of Brigade Electronics.

Objects of the declaration:
Mobile Digital Recorder System with GPS, Wi-Fi and 4G connectivity, including accessories and cables.

The objects of the declaration described above are in conformity with the relevant Union harmonisation legislation:
Directive 2014/53/EU

Relevant Harmonised Standards:
4G
e EN 301 489-1 V2.2.0 and EN 301-489-52 V1.1.0
e EN 301 908-1 V11.1.1; EN 301 908-2 V11.1.1; EN 301 908-13 V11.1.1 and EN 301 511 V12.5.1
Wi-Fi
e EN 301 489-1 V2.2.0 and EN 301 489-17 V3.2.0
e EN 300328V2.1.1
GPS
e EN 301 489-1 V2.2.0 and EN 301 489-19 V2.1.0
e EN303413V1.1.1

Additional information:

4G
e Operational Frequency Band: LTE: 1,3,7,8,20; WCDMA: 900/2100MHz; GSM: 900/1800MHz
e Maximum Transmitted Power: 23.5 dBm EIRP

Wi-Fi
* Operational Frequency Band: 2412 - 2472 MHz
e Maximum Transmitted Power: 15.82 dBm EIRP

The above equipment should be installed and operated with a minimum distance of 20cm between the mobile digital recorder and any human body.

Signed for and on behalf of Brigade Electronics Group PLC
11/10/2017, South Darenth, DA4 9BD, UK
David Wallin, Quality and Standards Manager

}f/z.’/ﬁ;/-_.}*‘

63



12 Glossary

3G — Third Generation Mobile Network

4G - Fourth Generation Mobile Network

AC — Adaptor Cable

ADPCM - Adaptive Differential Pulse-code Modulation
APN — Access Point Name

AVI — Audio Video Interleaved

BD - Blind Detection

CBR - Constant Bit Rate

CE - Conformité Européenne

CH — Channel

CHAP - Challenge Handshake Authentication Protocol
CIF — Common Intermediate Format (¥ D1 format)
CPU - Central Processing Unit

CU - Control Unit

D1 - D1 is full standard resolution for 25FPS (PAL) and
30FPS (NTSC)

DS — Docking Station

DST — Daylight Saving Time

EDGE - Enhanced Data GSM Environment

EIA — Electronic Industries Alliance

EXP — Expansion

FCC - Federal Communications Commission

FPB — Fireproof box

GB - Gigabyte
GHz - Gigahertz
GND - Ground

GPIO - General Purpose Input/output
GPRS — General Packet Radio Service
GPS — Global Positioning System
GSC - G-sensor Cable

G-Sensor - measure of acceleration/shock of the vehicle

GSM - Global System for Mobile Communications
GUI - Graphical user interfaces

H.264 — Video compression standard

HD1 — Half Definition compared to Full Definition (See
D1)

HDD — Hard Disk Drive

HSDPA — High Speed Downlink Packet Access
HSPA — High Speed Packet Access

HSUPA — High Speed Uplink Packet Access

IC — Industry Canada

ID — Identification

10 — Input/output

iOS — i Operating System

IP — Internet Protocol

IR — Infra-red

IT — Information technology

Km/h — Kilometres per hour

LAN — Local Area Network

LED - Light Emitting Diode

MAC — Media Access Control

MB — Megabyte

MCU — Mobile Caddy Unit

MD — Motion Detection

MDR — Mobile Digital Recorder

MHz — Megahertz

MPH — Miles per hour

NET — Network

NTSC — National Television System Committee
OSD - On-screen Display

PAL - Phase Alternating Line

PAP — Password Authentication Protocol

PC — Personal Computer

PN — Part Number

PTZ — Pan, Tilt and Zoom

PWR — Power

REC - Record

RES — Resolution

RP — Remote Panel

RPC — Remote Panel Cable

S/N — Serial Number

SD — Secure Digital

SIM — Subscriber Identity Module

SMA — Sub Miniature Version A connector
SMTP - Simple Mail Transfer Protocol
SPD - Speed

SQL - Structured Query Language

SSL — Secure Sockets Layer

TB — Terabyte

TIA — Telecommunications Industry Association
TRIG — Trigger

UNECE - United Nations Economic Commission for Europe

UPS — Uninterruptable Power Supply
USB - Universal Serial Bus

V — Voltage

VBR - Variable Bit Rate

VGA - Video Graphics Array

VIC - Video Input Cable

VL — Video Loss

VOC - Video Output Cable

W — Watt, standard unit of power
WCDMA - Wide Code Division Multiple Access
Wi-Fi — Wireless Fidelity
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13 Disclaimer

Mobile digital recorder systems are an invaluable driver aid but do
not exempt the driver from taking every normal precaution when
conducting a manoeuvre. No liability arising out of the use or failure
of the product can in any way be attached to Brigade or to the
distributor.

Dénégation

Les enregistreurs numériques portables sont une aide précieuse
pour le conducteur, mais celui- ci doit toutefois prendre toutes les
précautions nécessaires pendant les manceuvres. Brigade ou ses
distributeurs n’assument aucune responsabilité résultant de
I'utilisation ou d’'un défaut du produit.

Haftungsausschluss

Mobile Datenaufzeichnung Systeme sind fiir den Fahrer eine
unschétzbare Hilfe, ersetzen aber beim Mandvrieren keinesfalls die
Uiblichen VorsichtsmafRnahmen. Fir Schaden aufgrund der
Verwendung oder eines Defekts dieses Produkts Gibernehmen
Brigade oder der Vertriebshandler keinerlei Haftung.

Condizioni di Utilizzo

| sistemi di registrazione digitale mobile costituiscono un prezioso
ausilio alla guida, ma il conducente deve comunque assicurarsi di
prendere tutte le normali precauzioni quando esegue una manovra.
Né Brigade né il suo distributore saranno responsabili per eventuali
danni di qualsiasi natura causati dall’utilizzo o dal mancato utilizzo
del prodotto.

Aviso legal

Sistemas mdviles grabadora digital son una ayuda inestimable driver
pero no exime al conductor de tomar todas las precauciones
normales al realizar una maniobra. Ninguna responsabilidad que
surja del uso o fallo del producto puede de alguna manera acoplarse
a la brigada o al distribuidor.

Declinacién de responsabilidad

Celular gravador digital de sistemas sdo uma inestimavel driver de
auxilio, mas nédo isentam o driver de tomar todas normal precaucéo
ao realizar uma manobra. Nenhuma responsabilidade decorrente da
utilizacéo ou falha do produto pode de qualquer maneira ser
anexado ao de bombeiros ou para o distribuidor.

Verwerping

Mobiele digitale recorder systemen zijn een waardevolle hulp voor
de bestuurder, maar stelt de bestuurder niet vrij van de normale
voorzorgsmaatregelen bij het uitvoeren van een manoeuvre. Geen
aansprakelijkheid voortvloeiend uit het gebruik of falen van het
product kan op één of andere manier aan Brigade of aan de
distributeur worden toegekend.

OTKa3 oT 06A3aTenbCTB

CucTembl BUaeoperycTpaLmnm okasbiBaloT BOAUTENO HEOLIEHUMYIO
MOMOLLb NPV MaHEBPUPOBAHWK, HO HE OCBOBOXAAIOT ero ot
06a3aHHOCTN COBnoAEHNSA 0BbIYHBIX MEP NPEAOCTOPOXHOCTU.

B nHom cnyyae komnaHus Brigade unu gnctpmbeloTop He HeceT
OTBETCTBEHHOCTb, BO3HMKAIOLLYIO B XOA4E MCNOMb30BaHNSA UMK No
NpYYMHE HEMCNPaBHOCTUN AAHHOIO NPOAYKTA.

Hatirlatma

Mobil Sayisal Kayit Cihazlari siricinin énemli bir yardimcisi
olmakla birlikte, manevra esnasinda suricl bir kaza olmamasi igin
her tirli 6nlemi almalidir.Brigade veya bélgesel dagrticilari
yapilacak yanlig bir uygulama ve sonucunda olusabilecek maddi
ve/veya manevi kayiplardan sorumlu tutulamaz.

Uwaga

Systemy mobilnych cyfrowych rejestratoréw sa niezastapiong
pomocg dla kierowcy, ale jego posiadanie nie zwalnia kierowcy z
zachowania szczegolnej ostroznosci podczas manewrdw. Zadna
kolizja drogowa ani jej skutki nie mogg obcigza¢ producenta
urzadzenia oraz jego dystrybutorow.

Specifications subject to change. Sous réserve de modifications techniques. Anderungen der technischen Daten vorbehalten. Specifiche
soggette a variazioni. Las especificaciones estan sujetas a cambios. Wijzigingen in specificaties voorbehouden. As especificacbes estdo
sujeitas a alteragdes. Cneundumkaums MoxeT nameHsaTecs. Brigade Electronics belirttigi 6zellikleri haber vermeksizin istedigi zaman

degistirebilir. Specyfikacja techniczna moze ulec zmianie.
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